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I. INTRODUCTION

In any society around the globe,
some form of regulation from the cen-
tral governing body, or government,
exists to maintain order among its con-
stituents. This control has manifested
itself in different ways, depending upon
the type of society concerned, taking
into account its level of advancement,
culture, structure of government and
political ideology. In democratic
society's orderly way of life that a
government's legitimacy depends upon
the way it handles and asserts its gov-
erning powers. If the government is
weak and submissive to the whims of
the people, it will be disrespected and
control over them will dwindle. On the
other hand, if it is too harsh on the
people, they will tend to rebel and ques-
tion its authority. A good democratic
government, therefore, always has to
make a balancing test between what
could be regarded as a right for it to act
freely and what could be regarded as a
license upon the rights of the people.
One of the best and obvious examples
of this balancing test is a State's exercise
of its police powers, as against freedom
of expression.

However, it seems that in some
democratic societies, the body politic
tends to regard the problem in a re-
stricted and egocentric manner, wherein
the government is regarded as an out-
sider always seeking to step on their
rights. They see the government as a
hindrance on their freedom to exercise
these "rights". In such societies, the way
of thought seems to be as follows: "the
more rights the better". In the name of
"democracy" they try to assert their
rights as much as possible. For lack of a

better term, they will be referred to as
"absolutists". It has to be remembered
though that no person has absolute right
to anything. It is a well known fact that
if each person in a society regards his
rights as absolute, and acts upon such
belief, he then tramples upon other
people's rights, and democracy turns
into anarchy. Democracy and anarchy
exist in a chiaroscuro, and conflicts arise
either because people are not aware of
this fact or, acknowledging it, they do
not recognize the point of blur. It is
therefore a truism that, in these societ-
ies, the government exists not to trample
upon people's rights, but to maintain a
workable democracy.

As society progresses technologi-
cally, this conflict finds a novel way of
showing its face. The Internet, or
Cyberspace, puts a whole new form to
the problem. Absolutists find in the
Internet a unique and potential instru-
ment by which to shield themselves
from the government's reach. The
uniqueness of this instrument is founded
upon the whole concept that Cyberspace
is a distinct and boundless community.
It raises whole new issues about the tra-
ditional and territorial reaches of the
governments. The questions therefore
arise: Is there really such a thing as a
cyber-community? Are governments
truly enabled to address this new prob-
lem with traditional concepts?

The last question is relevant, because
one of the many contentions of absolut-
ist cyber-users is that, for a government
to effectively get a hold on the Internet,
it has to give birth to a whole new legal
body sensitive to its nature. A govern-
ment faces the dilemma that once it seeks
to regulate conduct on the Internet, it
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eventually affects users all around the
globe, and this implies not only an over-
haul of local laws, but of international
law as well. Absolutist cyber-users know
this and, as such, by arguing the regulat-
ing the Internet would mean regulating
beyond one's jurisdiction, they contend
that it would mean overstepping into an-
other State's sovereignty. If govern-
ments do follow this argument, it would
mean sacrificing several regulatory mea-
sures deemed necessary and effective for
maintaining order in Cyberspace and the
"real" world.

The problem could therefore be re-
phrased as follows: Do the traditional
concepts of territoriality and jurisdiction
truly prevent governments from effec-
tively regulating the Internet?

This paper takes the position that
the Internet offers an atmosphere that is
very conducive to criminality, and this
danger is highlighted when one consid-
ers its capacity for a diverse audience
across the globe. As such, this paper
argues for the need of effective govern-
mental regulation. In discussing this, it
will deal with the views and efforts of
the opposing sides, as well as the flaws
and inadequacies in the approaches of
each side. The paper will then consider
the consequences of treating the Internet
as independent from governmental regu-
lation, although not necessarily sover-
eign. It will also address the issues of
whether or not there truly is such a thing
as a cyber-community and whether the
Internet truly exists outside "real" space.

Having established the need for ef-
fective regulation, this paper will then
proceed to address the question of
whether or not jurisdictional issues truly
prevent governments from effectively

regulating the Internet, and whether or
not governments are unable to apply
jurisdictional concepts to the Internet.
This paper takes the position that the
whole problem of jurisdiction does not
require a whole new body of local and
international law. Such a feat would be
insurmountable, because it would mean
creating whole new body of interna-
tional customary law, a process that
would take a very long time as opposed
to the fast-paced growth of the Internet.
It does not mean, however, that States
should address this problem individu-
ally. On the contrary, it takes the view
that all civilized States have a legitimate
interest in regulating the Internet and
that, recognizing this, they must coop-
erate with one another. The ideal way
would be for them to enter into some
multilateral treaty dealing with the
Internet. However, in the absence of
such a treaty, this paper considers a so-
lution that looks to the "traditional"
bases of acquiring jurisdiction. It regards
the whole notion of the absolutist cyber-
users that traditional territorial rules are
inapplicable to the Cyberspace as totally
unfounded. It will further argue that, for
States to effectively regulate Internet
content, what is required is not an aban-
donment of "traditional" methods of ap-
plying such principles. It will then navi-
gate through potential problems and
conflicts that might arise under the ex-
isting rules, and tackle them point by
point.

This paper does not say, however,
that newer jurisdictional laws need not
be developed. All it seeks to prove is that
there already is a working foundation
by which to develop existing rules. Its
maim thesis is dependent upon a call
for
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global cooperation and sensitivity to the
issues and threats posed by the Internet
to the orderly governance of society. If
governments take a step further and
come up with a whole new body of laws
meant to regulate the Internet, as long
as they are effective, then the goal of this
paper would be more than met.

II. THE NATURE OF CYBER-
SPACE

A. The Internet

Imagine a castle made of Lego
bricks. Imagine further that this castle
was built one day by a group of chil-
dren in a house. In the middle of the day,
these kids decide to play in another
house. So, they disassemble the castle
into several pieces, each one taking
house, and then rebuilding the castle all
over again. As simple as it may seem,
this is a good analogy to start within in
explaining the intricate nature of
Cyberspace.

Just like the children and the Lego
castle, information in the Internet is bro-
ken apart into several packets. These
packets are transmitted through differ-
ent and separate routes made up of a
variety of communication devices con-
necting several computer systems. The
packets follow any of a number of dif-
ferent routes from computer to com-
puter until they reach their destination,
where they are reassembled by the re-
cipient machine." The computers
through which information is transmit-
ted are called "hosts,"” and the language
by which they communicate to each
other is called Internet Protocols (IP).
By virtue of the IP, different computers
from around the globe are able to "un-

derstand" each other, and thus transmit
information from one end of the globe
to the other in a matter of seconds or
minutes- depending upon the "traffic".
This is the reason why the Internet has
been called a network of interconnected
computers.” The Internet has been called
a network of networks- local computer
systems hooked to regional systems
hooked to national or international high
capacity "backbone" systems.’ The case
of Intermatic, Inc. v. Toeppen provides
a more complete definition; 'The
Internet is a vast and expanding net-
works of computers and other devices
linked together by various telecommu-
nications media, enabling all the com-
puters and other devices on the Internet
to exchange and share data."*

Access to the Internet is distin-
guished from the methods by which in-
formation is retrieved therefrom. A per-
son can obtain access to the Internet
through one of the 'host' computers or
affiliates. Once inside, the person can
retrieve information, such as texts,
sound, picture or video images, from the
Internet through a wide variety of com-
munication and information retrieval
methods, the most common of which
are the following;

1. Electronic Mail (e-mail);

2.  Automatic Mailing List Ser
vices (mail exploders or listservs);

3. Newsgroups or Bulletin Board
System (BBS);

4. Chat Rooms; and

5. The World Wide Web.’

The totality of these methods is
what is called "Cyberspace." It is located
in no particular geographical location
but available to anyone, anywhere in the
world, with access to the Internet.® At a
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quick glance, it seems that the terms
"Internet” and "Cyberspace" refer to the
same thing. However, it appears that the
difference actually lies in the manner of
usage. While the former term refers to
the whole physical network of hardware
and software supporting to the inter-
change of information, the latter term
is used in contrast with real space. As
Dan L. Burk so aptly puts it: "[T] he
totality of this international information
structure is commonly referred to as
'cyberspace,’ a cognitive realm that is
conceptually separate from the real space
that we physically inhibit."’

In view of the fact that each com-
puter in the Internet acts independently
from others in the network, there exists
no centralized system. This system
started in 1969 as a military program
called Advanced Research Project
Agency (ARPANET), which was de-
veloped by the U.S. military during the
Cold War when fears were prevalent that
a tactical nuclear strike might knock out
the entire county's communication net-
work. As a result, research program
sponsored by the U.S. Department of
Defense came up with a form of com-
munication that could be relied upon
even during a nuclear war, one that had
no centralized control. This system pro-
vided for a network that connected vari-
ous Universities to each other, where the
research undertaken , as well as the mili-
tary . As the ARPANET went out of
the scene, the scientific community came
in. This system for communicating and
sharing computer resources became in-
creasingly important to the scientific
community, much of the funding, as
well as management of the Internet's
high speed backbone connection became

the responsibility of the National Sci-
ence Foundation (NSF).®

At present, the Internet is widely
used, not only by the academic and sci-
entific communities, but by the business
community as well as. The Internet has
become an important tool of commerce.
As such, there is presently no overall
authority or ownership over the various
aspects of the Internet. The U.S. gov-
ernment no longer controls the Internet
for research purposes, especially since
private Internet access providers cropped
up, making the internet available to any-
body outside the research community.
For example, any person with a web
browser, the program most commonly
relied upon by users, can access innu-
merable sites on the internet all he has
to do is "surf the web". In this regard,
the NSF contracted Internic, a private
enterprise, to provide information and
services to the internet community. In
the words of the U.S. Supreme Court :
While the Arpanet no longer exist, it
provided an example for the develop-
ment of a number of civilian networks
that, eventually linking which each
other, now enables tens of millions of
people to communicate with one an-
other and to access the vast amounts of
information from around the world."’

B. Distinctiveness of Cyberspace
Just as the children who built the
Lego castles in the above example can
imagine themselves as kings princesses
and knights; so to can users of the
internet. Cyberspace allows an indi-
vidual to be someone different; in fact,
someone he might have always wanted
to be without the constraints of the real
world. Of course, unlike the children in
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the example, an individual's act in
Cyberspace would most probably have
father- reaching effects than a mere game.
In fact, those effects may even spill over
to the real world. Thomas D. Brooks,
in one of his articles, gives an interest-
ing example of a mild mannered indi-
vidual who goes by the name of Mr.
Meeks." By day, Mr. Meeks is your regu-
lar reporter who gathers and writes trade
news for a certain paper. How ever, by
night, he logs on to the internet and, see-
ing himself as a self- styled super hero,
seeks to expose scams on the internet.
Cyberwire Dispatch, a certain electronic
newsletter, is his instrument. There is
no heroic ending to Mr. Meeks' story
though, because he was later sued by an-
other user, Benjamin Suarez, for libel.
Apparently, Mr. Meeks called Suarez a
"Cybersucker" among other things. The
case ended with a settlement.

The case of Mr. Meeks is a classic
example of an act done on the internet,
but its effects spilling over to the real
world. It is also a good example of an
individual who acts one way in the real
world and another in Cyberspace. It is
safe to say that had Mr. Meeks known
that his articles in the electronic "news-
letter" could hold him liable for libel,
just as in the real world, he might not
have been as courageous and tactless as
he was.

At any rate, Cyberspace is seen by
many, if not all, persons as a virtual
world where anything is possible. The
"virtuality" of Cyberspace is was distin-
guished it from the real space, and for
the purposes of this paper, there seems
to be three elements of Cyberspace
which gives it this character, namely:

1. Its freedom from territorial

limitations;
2. Its intrusive nature; and
3. The opportunity for anonym-

ity"

Going back to the example above,
Mr. Meeks could have avoided the risk
of liability if he remained anonymous.
An individual need not use his real name
whenever he joins a chat group or posts
something on the Internet. Especially if
a certain article or action of a public of-
ficial or personality is concerned, this
characteristic of anonymity can influ-
ence people to criticize it when they
would otherwise remain silent. The
question then arises as to whether this is
a good thing or not. Some may see it as
a good element of democracy, while oth-
ers may see it as opening the floodgates
to abusive and demeaning criticism. Still,
others may come from a society that
follows a different but equally sound and
respected political ideology, like one that
recognizes limited freedom of speech.

It is probably easy to see where all
these points are leading too. As stated
above, Cyberspace is regarded as a vir-
tual world, separate and totally opposed
to, or different from, the real world. The
most significant element that distin-
guishes Cyberspace from the real space
is its insensitivity to territorial bound-
aries or, in other words, its freedom from
territorial limitations. Because informa-
tion that is made available on the World
Wide Web is, simultaneously, available
to anyone with a connection to the glo-
bal network, there is no localization of
effects." The question is whether the
global nature of the Internet naturally
forms a separate legal arena.'” It is in this
regard that several views have cropped
up proposing Cyberspace's indepen-
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dence from governmental regulation.
Some argue that, especially in light of
the international character of networks,
we should not look to existing territo-
rial governments but should instead cre-
ate a self-regulatory regime that is articu-
lated and enforced by system operators
and users who understand the new me-
dia and wish it well."”> At this point, it is
useful to quote an excerpt from John
Perry Barlow's "' Declaration of the In-
dependence of Cyberspace." Mr. Barlow
is a "cognitive dissident" and the co-
founder of the Electronic Frontier Foun-
dation (EFF). He wrote the declaration
in response to the signing into law of
the Telecom Reform Act of the 1996
which passed the U.S. Senate and which,
by the way, was declared unconstitu-
tional by the U.S. Supreme Court in
Reno v. ACLU. He says:
Cyberspace consists of transac-
tions, relationships, and
thought itself, arrayed like a
standing wave in the web of
communications. Ours is a
world that is both everywhere
and nowhere, but it is not
where bodies live... We are cre-
ating a world that all may en-
ter without privilege or preju-
dice accorded by race, eco-
nomic power, military force, or
station of birth... We are creat-
ing a world where anyone, any-
where may express his or her
beliefs, no matter how singular,
without fear of being coerced
into silence or conformity...
Your legal concepts of prop-
erty, expression, identity,
movement, and context do not
apply to us, They are based on

matter. There is no matter

here."

A reading of this particular excerpt will
lead one to think that the Declaration
actually calls for total freedom and
independence of Cyberspace from gov-
ernmental control or regulation. How-
ever, when personally asked if he viewed
Cyberspace as having its own sover-
eignty, Mr. Barlow replied as follows:
I think that Cyberspace is not so
much sovereign as anti-sovereign. This
doesn't mean that there can be no
imposition of rules by existing
political authorities, just as they have
managed to formulate and enforce
Law of the Seas. But it is social and
commercial space that certainly resists
the usual methods of control, most of
which have to do with governmental
ability to seize or restrain physical
things whether bodies or property.”

It is therefore clear that there are
those who view Cyberspace as indepen-
dent from governmental regulation, not
so much as having its own sovereignty,
but that the present means of control
used by governments are not adequate
enough to address the specific concerns
of Cyberspace. Although Mr. Barlow
presents interesting and valid views, one
should be critical about the alternative
means that have been offered so far.
These means will be discussed more
thoroughly in the next chapter; but pres-
ently, suffice it to say that they involve
self-help mechanisms and control from
within the Internet. To reinforce this
view, it is apt to quote a piece from the
article of David R. Johnson and David
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Post. In it, they say:

But established authorities may yet
learn to defer to the self-regulating
efforts of those who participate in
and care most deeply about the new
digital trade in ideas, information and
services. Separated from geologically
based doctrines, new rules will evolve,
in a variety of differing online spaces,
most appropriately to govern a wide
range of new phenomena that will do
the work of defining legal
personhood and property, resolving
disputes and crystallizing a collective
conversation about core values."
Paraphrasing and simplifying the
whole argument for the "independence"”
of Cyberspace from governmental regu-
lation, its proponents say that Cybers-
pace cannot be bound by the traditional
territorial laws of the outside world,
because it is free from the traditional
concepts of territoriality. Owing to
Cyberspace's freedom from geographi-
cal boundaries, the moment a govern-
ment seeks to lay a finger upon the
Internet, it would seem that it measures
would inevitably extend to every com-
puter with Internet access across the
globe. The proponents then argue that
since governments are ill equipped to
regulate it, in this sense Cyberspace is
independent. Now, this is not to say that
they view Cyberspace as anti-sovereign,
because they concede that it should be
subject to some form of control. It is
therefore apparent that one of the main
premises by which cyber-user absolut-
ists argue against governmental regula-
tion is rooted upon a jurisdictional is-

sue. It is this premise that this paper in-
tends to topple.

As stressed earlier, although Cyber-
space is totally different realm from real
space, it has to be conceded that its ef-
fects spill over into reality regardless of
the fact that its interactions transcend
physical location. Although it is a cog-
nitive realm, it is not some mere imagi-
native game between two children pre-
tending to be knights or what not. While
an imaginative game ends when the two
players decide to stop, an individual on
the Internet may cause irreparable effects
to other people a thousand miles away,
even though he has already logged out
of the system. In this connection, it
seems that the means offered by those
call for the independence of Cyberspace
are not sensitive enough to the realities
of cause and effect.

Going back to anonymity, this as-
pect of the Internet can be viewed either
as a perfect tool of true democracy, or
as a potent criminal weapon. The abil-
ity to appear invisibly on a network and
slander, or harass or assault, certainly
will increase the incidence of those on
the network who slander, or harass, or
assault.'” This is a good example of the
cause and effect mentioned above. When
a person slanders someone using the
Internet, with its capacity for anonym-
ity, the effects of this act will be felt in
the outside world. The Internet then
becomes a tool. Moreover, the fact that
the Internet is insensitive to territorial
boundaries makes it more potent and
dangerous weapon, because it could
reach different people in a span of sec-
onds or minutes. In this sense, its quali-
ties make Cyberspace in fact more in-
volved and intertwined with real space.
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III. TWO SIDES OF A CONFLICT

A. Government Control of Cyber-
space

Around the world, governments are
finding themselves faced with the
perflexing problem of engaging in a bal-
ancing act, with the exception of coun-
tries such as China. This balancing act
concerns a government's interest in pro-
tecting its citizens from materials on the
Internet that they perceive as dangerous
or offensive to public order and morals
on the one hand; and the danger of tram-
pling upon citizens' right to freedom of
expression upon the other. According
to an article written by the Human
Rights Watch on May 1996: "Because the
Internet knows no national boundaries,
on-line censorship laws, in addition to
trampling on the free expression rights
of a nation's own citizens, threaten to
chill expression globally and to impede
the development of the Global Informa-
tion Infrastructure (Gil) before it be-
comes a truly global phenomenon.""®

The most controversial and relevant
effort ever made by a government to
regulate content on the Internet has so
far been that made by Germany. Its first
significant effort was in 1995, when the
Bavarian State prosecutor's office advised
CompuServe that it was violating the
country's pornography laws. Compu-
Serve, the world's second largest on-line
service, voluntarily blocked more than
200 discussion groups included in a list
presented by the prosecutor's office as
containing a pornographic materials.
However, due to expensive criticisms
from free speech and civil liberties
groups, CompuServe decided to restore
access to most of the Usenet groups. For

this reason, prosecutors in Germany in-
dicted Felix Somm, the General Manager
of the CompuServe Deutschland, for
violating anti-pornography laws by fail-
ing to block the company's customers
from using its network to access the
Internet sites that offer child pornogra-
phy.

The problem with the case above is
that, although the list of prohibited
Usenet sites included sexually explicit
groups like alt.sex.bestiality, it is also
included legitimate groups which dis-
cussed issues like breast cancer and
AIDS, as well as bulletin boards in which
victims of sexual abuse sought help and
advice." But, of more relevance to this
paper, the indictment also raises novel
questions about national sovereignty and
Cyberspace, because CompuServe was
also charged with making Nazi material
and certain violent games available from
its own servers in the United States; such
acts being illegal in Germany, but not
in the United States.”

This is just an example of one of the
several ways by which governments have
tried to control Cyberspace. The man-
ner by which these governments regu-
late Cyberspace depends upon the coun-
try concerned, as well as its political ori-
entation and public policy. But more im-
portantly, in discussing States' public
policies and interests, a cursory view
would show that government Internet
regulations do not see to go beyond their
territorial jurisdiction. In fact, Germany
seems to be the only State in the discus-
sion that had efforts with extraterrito-
rial implications. The only logical rea-
son for this is that governments are
aware of the dangers arising from the
potential extraterritorial reaches of their
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acts when it comes to dealing with the
Internet. For this reason governments
have been cautious not to overstep their
jurisdictional limits emphasizing the im-
portance of addressing this particular is-
sue. While the subject of a country's po-
litical orientation belongs more to a po-
litical science class, this paper will con-
sider and discuss the public policy ele-
ment. Moreover, as in the case of
CompuServe, governments always tend
to look at the Internet server responsible
for allowing access to the prohibited ma-
terials. As such, this paper will also de-
vote some time on the role of Internet
Service Providers (ISP's).

1. A State's Public Policy

The term "public policy" is used in
this paper in its broadest sense to encom-
pass the reasons or concerns expressed
by States to justify their control of the
Internet, because such reasons definitely
arise from a State's perceived sense of
public morals, health, safety, welfare,
and the like.! A cursory review of the
reasons given by States that have made
efforts to regulate Internet behavior
would show a common ground. Their
reasons vary from a desire to protect
children from sexually explicit materi-
als to a desire to shield the government
from criticism." But whether it be
China, Singapore, the United States or
any other country that have made such
an effort, there is always the concern for
morality and values on the Internet.

In China's case, the reasons given
by the authorities for keeping the
Internet in their grasp are, as announced
by the New China News Agency,” to
insure "healthier development of the
exchange of international computer in-

formation." It further stated that
"(n)either organizations nor individuals
are allowed to engage in activities at the
expense of state security and secrets.
Users are also forbidden to produce, re-
trieve, duplicate or spread information
that may hinder public order." The
transmission of pornographic or obscene
materials was also expressly banned.”* To
further these purposes, China requires
people who want to open an Internet
account to register with the Ministry of
Posts and Telecommunications. In mid-
February (1996), the Ministry of Public
Security ordered all those who use the
Internet and other international com-
puter networks to register with the po-
lice within thirty days.”> These two bod-
ies maintain close supervision over
Internet Service Providers. Another way
by which China regulates use of the
Internet is by offering access at high
prices.

Although China could have simply
prohibited Internet access, it opted to
monitor its use instead, because it does
recognize the importance of global com-
puter links in accelerating its economic,
scientific, technological and educational
development.”® Aside from the registra-
tion requirement, ISP supervision and
the formulation of rules governing
Internet use, it is further believed that
China's security apparatus would ac-
tively monitor the enormous volume of
telephone and fax connections.”’” More-
over, China clearly has no problem in
dealing with the so-called right to free-
dom of speech. As reported by Seth
Faison:

For all the free speech poten-

tial that the Internet portends,

Robin Munro, Hong Kong di-
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rector of Human Rights

Watch/Asia, said few if any dis-

sidents within China had access

to it, because of limited access

to computers. He suggested

that, with official monitoring,

the Internet would not be an

ideal route for transmitting po-

litically sensitive information

anyway.”
However, it is questionable that China
would succeed in blocking access to un-
wanted information even if it tried. In
fact, several reports from Chinese Hu-
man Rights groups based outside of
China are still accessible within the coun-
try.

Germany, unlike China, has a
democratic government, but it has been
very active and vigilant in its concern
with sexually explicit materials on the
Internet, as well as with "youth endan-
gering" materials such as violent com-
puter games. Other materials on the Net
considered by the German authorities as
"youth endangering" are those that glo-
rify violence or offends morals. The case
involving CompuServe mentioned
above deals with Usenet groups alleged
to have violated anti-pornography laws.
To further this end, Germany formally
passed a law on July 4,1997 regulating
the Internet. It prides itself on the fact
that the said law is the world's first at-
tempt to give the Internet and other in-
teractive information services a compre-
hensive legal framework.” According to
a report by the Associated Press: Chan-
cellor Helmut Kohl's government says
the law makes Germany the first coun-
try to set rules for so-called digital signa-
tures, codes used to secure communica-
tions in electronic commerce, and give

them the status of a legal document."*

Also, it is said that this law will not only
control illegal uses of cyberspace, but it
will boost electronic commerce as well.
Critics say the law is an example of
Germany's urge to regulate and may in
fact deter investors in Internet services
because it does not state clearly to what
extent the providers would be liable for
content they do not control.>’ The gov-
ernment itself has acknowledged the fact
that it is still has to be tested, but they
rationalize its passage by they necessity
to protect its children.

The report says that, under the law,
online providers can be prosecuted for
offering a venue for illegal content of
they do so knowingly and if it is "tech-
nically possible and reasonable" to pre-
vent it.*” It is further said this could ap-
ply to forums and similar exchanges of-
fered by online services without direct
control over their content.” It is also
interesting that the Munich police force
has organized a small squad of officers,
called the Cybersquad, which main duty
is to surf the Web and search the Internet
for illegal material.

Another German case in point is the
indictment of Angela Marquardt for
maintaining an Internet home page that
provided an electronic link to a Dutch
web site called XS4A11. The German
police ordered all German ISP's to block
access to this site because, among the
6,000 or so home pages it carries, there
is one which publishes a leftwing news-
paper called Radikal. The Radikal
alarmed German authorities with its ar-
ticles on how to make bombs and derail
trains.* Anybody who want to post a
personal home page can do so through
this Dutch web site for a fee of about
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$15.40 a month. Although the criminal
charges against Ms. Marquardt were
eventually dismissed by a local Berlin
judge on very narrow inconsistencies,
this case is very important, especially for
this paper, because it is the first time that
a government has ever tried to incrimi-
nate a user of the Internet.”® It is unfor-
tunate that the local judge did not ad-
dress the issues of censorship or the ac-
cessibility of Radikal worldwide. The
judge instead ruled that Ms. Marquardt
could not be liable because she had es-
tablished the link to Radikal on her
home page before the newspaper mate-
rial which incensed the German authori-
ties had actually been published.’* Go-
ing by the judge's reasoning, had Ms.
Marquardt established the link later, it
seems that she could have been held li-
able for it. However, a broader issue
arises to all the other users around the
world who, reacting to Germany's ef-
forts against XS4A11 and the Radikal, set
up new ways for people to view them
by copying these sites unto their own
web sites. What could the German gov-
ernment do about this?

In the case of CompuServe, it is in-
teresting to note that the charge was
brought against Felix Somm because he
was the General Manager of Compu-
Serve Deutschland. Moreover, the Ger-
man prosecutors had personal jurisdic-
tion over him because he is a German
national and he resides thereon. A ques-
tion then arises as to what would have
happened if Felix Somm was neither a
German national nor physically present
in that country. In this case, would there
have been a way for German to acquire
personal jurisdiction over him?

In order to appreciate better the

firm stance of Germany against the
above-mentioned illegal materials on the
Internet, one must first understand the
nation's efforts in dealing with its past
experiences. It is also important to note
that the state of Bavaria, where the
CompuServe case arose, is very conser-
vative and has very strong Roman
Catholic beliefs. But most significant in
this understanding is the nation's 50-year
history of trying to ban distribution of
neo-Nazi and National Socialist propa-
ganda and literature.’’ Edmund L.
Andrews, in his article, says:
Ms. Marquardt's case is not
unique. German prosecutors
and politicians are pushing
harder than officials in other
Western democracies to govern
the seemingly ungovernable
reaches of cyberspace. They
have pursued individuals like
Ms/Marquardt, they have tried
to block access to other dis-
tributors of material they con-
sider obscene violent or a dan-
ger to the society, they have as-
signed police who surf the Net
looking for outlaw sites and
they are pressing for a law that
commercial online services fear
could land on executives in
jail ®
Another interesting State to look at
is Singapore. This country presents an
interesting twist because of its stand on
the Internet. Before the government
planned to regulate the Internet, it re-
garded criticism posted against in the
Internet as not serious enough to deserve
proper attention, Information Minister
George Yeo even regarded postings on
soc. culture. Singapore (SCS), a Usenet
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group devoted to discussions about
Singapore and criticisms against its gov-
ernment, as equivalent to "reading graf-
fiti in the toilet."* The country's plan
to regulate the World Wide Web by re-
quiring editors of Web sites containing
political or religious material to register
with its broadcasting authority received
heavy criticisms posted on SCS. By re-
quiring political and religious content
providers to register with the broadcast-
ing authority, Singapore treats the
Internet as a broadcast medium. Accord-
ing to David F. Gallagher's article, dated
May 18, 1996: "[Cjompanies providing
Internet access will be required to block
Internet sites at home a abroad that con-
tain 'objectionable material." Some sexu-
ally oriented sites have already been
blocked."* The reason given by the gov-
ernment of Singapore for its plan to regu-
late the Web is not to limit freedom of
expression, but to promote its respon-
sible use, conceding that it is important
to its trading and business interests. In
connection with the case of Ms. Mar-
quardt, it is also interesting to note that
the government has come up with guide-
lines for Internet content providers. Ac-
cording to the preliminary guidelines,
those with Web sites must ensure they
do not encourage abuse or distribute
objectionable information, such as sexu-
ally explicit material.*!

In Vietnam, the government is wor-
ried about "spamming" (e-mail barrage)
by anti-Communist dissidents, sexually
explicit material from foreign countries
and information transmitted by "foreign
organizations."” Its government for-
wards, as one of the reasons, for con-
trolling the Internet, its cultural aspect.

The efforts of the United States have

not been as successful as the aforemen-
tioned countries, if their attempts at
regulating the Internet could even be
considered as successes. The major step
of the United States towards controlling
the Internet was the passage of the Tele-
communications Act 1996, particularly
Title V thereof, known as the "Commu-
nications Decency Act of 1996"(CDA).
While the dominant components of The
Telecommunications Act of 1996 has
nothing to do with the internet, its pri-
mary purpose being to reduce regulation
and encourage rapid deployment of new
telecommunications technologies, the
CDA contains provisions which seek to
regulate obscenity and offensive materi-
als on the Internet.*’ The U.S. Supreme
Court, in the case of Reno v. ACLU.
declared Sections 2233 (a)(1) and 223 (d)
of the CDA unconstitutional, primarily
because the terms "indecent" and "pa-
tiently offensive" were too vague to dis-
count the danger of the chilling effect
on free speech. While the two provi-
sions clearly addressed the United States'
interest and policy of protecting minors
from harmful materials on the Internet,
the Court noted that it would reduce
adults to children's materials, precisely
because the terms "indecent" and "pa-
tiently offensive” may over-reach non-
pornographic materials, like the card
catalogue of Carnegie Museum. As such,
the Court also ruled that the provisions
of the CDA were too broad because,
while obscenity is clearly unprotected
by the U.S. Constitution's First Amend-
ment on Freedom of Speech, the terms
"indecent" and "patiently offensive" in-
cludes speech that is otherwise protected,
such as adult speech.

This case clearly demonstrates the
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balancing problem that some countries
have to deal with in addressing and regu-
lating the Internet. Obviously, the Un-
titled States has a valid interest in shield-
ing its youth from harmful and deroga-
tory materials that are easily accessible
on the Internet. The problem in this
case is that the medium it used to pro-
tect that interest was fallible. Given the
reasons presented by the Supreme Court
in Reno, to pass judicial scrutiny, the
U.S. legislature has to correct its mis-
takes, such as by clarifying the terms "in-
decent" and "patiently offensive", among
others. In fact, in a renewed effort to
protect children from the Internet por-
nography, a Senate Committee, on
March 12,1998, approved two bills in-
tended to limit children's access to ob-
scenity on the Internet. Through the
first bill, the Senate Commerce, Science
and Transportation Committee targets
the commercial distribution on pornog-
raphy to minors on the World Wide
Web. The second bill requires schools
getting federal money for the Internet
connections to install filtering software
on their computers.” Already, Internet
rights groups, such as the ACLU, the
Center for Democracy and Technology,
the Electronic Privacy Information Cen-
ter, and the Electronic Frontier Foun-
dation, are opposing the two bills. Of
these two bills, the most controversial
is the first, sponsored by Senator Dan
Coats. The Coats bill has been dubbed
as CD AIL According to a report,"[t]his
bill targets only commercial activity on
the World Wide Web, which means that
the chat rooms and Usenet groups would
not be affected."® Under this bill, access
to adult images will require either a
credit card or access number. In defense

of the bill, Coats said: "In the current
climate, our children can move from
Web page to Web page, viewing and
downloading free images with no restric-
tions. The bottom line is that without
the restraint of law, the commercial por-
nographer online will have no incentive
to restrict access by children to his prod-
ucts."* He insists that the bill was nar-
rowed to consider the Supreme Court's
concerns. On the other hand, the Elec-
tronic Frontier Foundation declared that
the Coats bill has all of the same defects
as the earlier CDA, and that they will
vigorously rally the Net Community to
oppose both bills.*’

Another effort by the Clinton
Administration's Information Infra-
structure Task Force at regulating the
Internet is the so-called White Paper,
dealing with the copyright protection.
The White Paper contains a survey of
current intellectual property law - both
domestic and international - with par-
ticular emphasis on copyright law in a
digital or network environment.*®

The instances mentioned herein are
not meant to be an exhaustive list of all
the countries that have made a move ate
regulating the Internet. Nor does it cata-
logue all the ways by which the govern-
ments have acted or reacted. However,
those that have been mentioned make it
evident that governments are beginning
to realize the need for regulating
Cyberspace. It is also evident that they
realize the importance the potential of
the Internet in the growing world of
technology and telecommunications.
This is the reason why even one of the
most conservative nations could not sim-
ply ban its use altogether. As mentioned
earlier, even China had admitted that the
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Internet is an important informative
tool. But more importantly, from what
has been discussed so far, one could also
notice the concern and cautiousness of
the government not to overreach their
respective jurisdiction. As such, aside
from the problem faced by some States
in balancing the scales of Internet regu-
lation and freedom of expression, it is
safe to say that all States concerned with
Internet content also have to balance
their regulatory measures with the per-
ceived danger posed by jurisdiction and
territorial limitations.

This second balancing act is, as will
be argued later in the paper, only a reac-
tion to a danger which, at the most, is
only ostensive. Moreover, if States fi-
nally realize that they all seek to achieve
the same or similar goal, they would
soon find it easier to deal with the prob-
lem of jurisdiction.

2. The Role of Internet Service Pro-
viders:

It is evident that Internet Service
Providers have an important role to play
in a nation's quest for regulating the
Internet. In attaining relief, govern-
ments seem to place most, if not, all of
the burden upon them. The laws regu-
lating Internet content address USP's
one way or another. So important is
their role that some nations, like Viet-
nam and Saudi Arabia, permit only a
single, government-controlled gateway
for Internet service.* In China's case,
ISP's are required to register with the
State. Two reasons are presented for this
apparent role.

First of all, it would be easy for a
state to acquire jurisdiction over an ISP,
as well as enforce its judgements against

it, when the provider's offices are located
within the State's territory. In the situ-
ation of Germany and CompuServe, the
Bavarian prosecutors were able to force
the latter to block more than two hun-
dred discussion groups on the Internet
with the threat of criminal prosecution.
Indeed, when CompuServe ended its ban
on majority of these sites, the German
prosecutors did in fact prosecute its Gen-
eral Manager. The indictment marks a
major turning point in the debate over
controlling pornography on the Inter-
net, because it appears to be the first time
that authorities in any Western country
have tried to prosecute a commercial
online service for material it had no part
in producing.” For this reason, Compu-
Serve has threatened to move its office
to France if it continues to be threatened
by indictments.’' In the United States,
there have also been instances when suits
were filed against ISP's. Moreover, a
country need not face the problem of
having to acquire jurisdiction, in the
first place, in situations wherein the ISP
is government owned or controlled, or
if it is subjected to very strict condi-
tions for operation.

The second reason is of more im-
portance. It is easier and more practical
for countries to regulate the influx of un-
wanted material on the Internet into
their territory by controlling the service
provider. In fact, it seems to be the only
recognized way at this time. It also seems
to be the common notion of govern-
ments that ISP's have the ability to
screen the information passing through
their lines. On the other hand, service
providers argue that it is impossible to
do this, in the case of CompuServe, it
argued that it was not its duty to con-
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trol the Internet.” Again, this conflict
between the State and the ISP does not
exist in a situation wherein the latter is
under the former's control, or one in
which the latter is actually an agency of
the former. In Singapore, for example,
all ISP's and World Wide Web content
providers have to register with the
Singapore Broadcasting Authority. This
makes it easier for the government to
implement its regulatory schemes upon
the service providers. In China, regula-
tions require any network offering
Internet service to be subject to close su-
pervision by the Ministry of Post and
Telecommunications or one of three
other designated government agencies,
by which the flow of information can
be better monitored." Hong Kong's case
in 1995 is quite interesting. At that tome,
there existed no legislation specifically
addressing the problems of Internet cen-
sorship. Moreover, at that time, among
the more than fifty ISP's, some of them
voluntarily censored the Internet, par-
ticularly from sexually explicit materi-
als on Usenet. The cases of SuperNet,
one of the largest Hong Kong's ISP's,
and Star Internet are good examples of
this.™

However, regardless of how strong
and effective a State's regulation over all
ISP's in its jurisdiction may be, there is
still no way for a State to totally block
all unwanted Internet materials from
entering into its territory. This is true
even though only one ISP may exist in
the country, and even though it were a
governmental agency. This is expressed
in a statement made by Singapore's Min-
ister of Information and Arts to Parlia-
ment:

Censorship can no longer be
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100 percent effective, but even if it is
only 20 percent effective, we should still
not stop censoring.. We cannot screen
every bit of information that comes
down the information highway, but
we can make it illegal and costly for
mass distributors of objectionable
material to operate in Singapore.” It is
therefore clear that the question
should be not only as to how effec-
tively can a State regulate and control
ISP's, but also as to how effectively can
it screen Internet content. Moreover,
there is the question about the person
responsible for the illegal material. It is
true, and thus quite unfair, that ISP's
have to take all the burden and suffer all
the consequences when unwanted ma-
terials flow into a certain country via the
Internet. What about the criminal, does
he go scot-free?

There are two primary issues that
have not been properly addressed by
governments in focusing merely on the
Internet Service Provider. First of all,
they totally miss the point. If a person
wants to chop a tree, he does not merely
trim its leaves, he cuts it at its trunk. If
the intention of the State is to stop the
influx of illegal materials on the Internet,
knowing the impossibility of effectively
screening its contents, what is the use
of punishing the ISP if the originator of
such material remains free to fill the net-
work with the same illegal work. Sec-
ondly, they seem to finish the wrong
persons. True enough, there maybe situ-
ations when ISP's can be held liable, such
as when they are informed of criminals,
but do nothing to block it. However,
by going after the ISP, they fail to pe-
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nalize the true criminal. As declared by
Robert J. Massey, the president and chief
executive of CompuServe: "Responsibil-
ity for Internet content lies with those
create or put it on the Internet, not with
the access provider."™

B. The Threat of Government Regu-
lation to the Interests of Cyber Users
At the other side of the fence, there
has been cries from several users that gov-
ernment regulation will stifle free speech
on the Internet around the globe. Be-
cause the Internet is a worldwide system,
a concern has been voiced that the rules
of one government will restrict not just
its own citizens but Internet users ev-
erywhere, thereby undermining the free-
dom of the entire network.” It seems
that the most emphatic, if not potent,
of all concerns is John Barlow's "A Dec-
laration of the Independence of Cyber-
space." In it he says:
Governments derive their just
powers from the consent of the
governed. You have neither so-
licited nor received ours. We
did not invite you. You do not
know our world. Cyber space
does not lie within your bor-
ders. Do not think that you can
built it, as though it were a pub-
lic construction project. You
cannot. It is an act nature and
it grows itself though our col-
lective actions.... You have not
engaged in our great gathering
conversations, not did you cre-
ate the wealth of our market
places. You do not know our
culture, our ethics, or the writ-
ten codes that already provide
our society more order than

could be obtained by any of

your impositions.*®

If Cyberspace were truly indepen-
dent from government control, a ques-
tion arise as to what body makes the
rules that govern this entity and ad-
dressed all wrongs committed therein.
This is an important concern because if
there exits no such body, then Cyber-
space can be considered no more than
an anarchy. Barlow gives a clear answer
to this question .According to him:
"Right now the rules, such as there are
any, are being made by the Internet En-
gineering Task Force, the companies that
build the hardware and software that
support the Internet, and the cultural
ethics of the online community."’ By
this it appears that Barlow refers to in-
dividual contracts entered into by ISP's,
system operators, as well as the hardware
and software companies on the one
hand, and the customer-users on the
other.

Regarding his referral to the "cul-
tural ethics" if the online community,
Barlow seems to presume that a com-
munity could viably exist in Cyberspace.
The case of U.S. v. Thomas® is relevant
in this regard. In this case, the defen-
dants were convicted in the United States
District Court of federal obscenity
charges, particularly for interstate trans-
portation of obscene materials. The de-
fendants, who were a married couple
residing in California, operated a Bulle-
tin Board Service, called the Amateur
Action Computer Bulletin Board System
(AABBS), through which members
could view, download and print sexu-
ally-explicit pictures. The members
could access these Graphic Interchange
Format files (GIF files) through their
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personal computers, as long as they had
a modem and telephone line. As such,
since the AABBS was set up so that mem-
bers in other jurisdictions could access
the files, it was determined that under
the obscenity statute, which establishes
a continuing offense, venue was proper
in the Western District of Tennessee.
The United States Court of Appeals af-
firmed the conviction. One of the de-
fendants' arguments was that the present
state of the Internet required a now defi-
nition of "community." They argued
that due to the broad-ranging connec-
tions among people in Cyberspace, the
traditional concept of "community"
based on geographic territoriality could
not apply to it. Without a more flex-
ible definition, they further argued that
there will be an impermissible chill on
protected speech because BBS operators
cannot select who gets the materials they
make available on their bulletin boards
and, so as not to offend the standards of
the most conservative community, they
will be forced to censor these materials.”"
The U. S. Court of Appeals rejected
these arguments by stressing the fact that
screened applications, membership fees
and passwords controlled access to the
defendants' BBS. By this, the Court
meant that the defendants had the capa-
bility to limit user access in jurisdictions
known to have stricter obscenity laws
than California. The Court then said
that there was no need to adopt a new
definition of "community" in this and
similar cases. According to the Court,
obscenity is determined by the standards
of the community where the trial takes
place, whether in the district of dispatch
or that of receipt, not that of the Internet
as a "community." It further recognized

that it was not unconstitutional to sub-
ject interstate distributors of obscenity
to varying community standards. The
fact that the Court referred the resolu-
tion of the case to real world communi-
ties, despite their varying standards, and
not to the "standards" of the Internet as
a "community," is enough to say that it
rejected the later notion.

In an article by Oberding and
Norderhaug, they said the prosecution
in this case failed to recognize that the
Bulletin Board Services is also a commu-
nity similar to a town or village." How-
ever, by its ruling, the U.S. Court of Ap-
peals made it clear that it does not con-
sider Cyberspace as a distinct commu-
nity, or as a place wherein several dis-
tinct communities could grow. By
pointing to the fact that the defendants
could have provided limited access in
jurisdictions known to have stricter
laws, the Court appears to have recog-
nized the fact that activities in Cyber-
space do have effects that spill over to
the real world, and that Cyberspace is
not just some intangible "community"
made up of faceless people.

The concept of "community
norms" created by individual contracts
between users and service providers, as
expressed by Barlow in his Declaration,
has been discussed in several articles.
According to this view, these contract
arrangements also provide for enforce-
ment mechanisms, such as disconnection
from the BBS. Of course, other ways
have been presented for regulating be-
havior in the Internet, such as self-help,
self-policing, social  pressures,
"netiquette” and even virtual courts. In
fact, some have even expected the devel-
opment of customary laws among
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cyberspace users, using the historical
Law Merchant as a parallel.” However,
while some are only perceived rules that
are hoped to arise in the future, such as
the concept of Cyberspace customary
norms, others are too informal to have
teeth on them.

The most significant alternative pre-
sented by those pushing for Cyberspace
"independence" remains to be the rules
set forth by system operators (sysops)
in individual contracts. The "local" Law
of Cyberspace is already made by sysops
and users in the form of contracts and
rules applicable to particular systems.**

1. Sysops as Ouasi-Lawmakers and
Ouasi-Judges:

It should be noted that when this
paper uses the term "sysops," it refers to
system administrators of Bulletin Board
Services. Furthermore, this paper adapts
the definition given by Trotter Hardy
to "BBS", as a shorthand way of refer-
ring to any computer service available
by way of electronic connection from
users at distant sites, typically from us-
ers equipped with a modem.®> As such,
this definition is broad enough to cover
large BBS" like CompuServe, small BBs'
maintained by hobbyists, as well as any
on-line service such as discussion list,
newsgroup, or information respiratory
like Lexis-Nexis and Westlaw.”® While
ISP's furnish general access to the
Internet, a BBS is one of the several ways
by which information can be retrieved
from the Internet. However, both ser-
vice intermediaries are considered simi-
larly, because the both require a user to
open an account or subscription with
them, and this requires a contract.

As stated earlier, some form of con-

trol is already provided for in contracts
entered into by users and particulars
sysops. For example, access to Prodigy,
CompuServe, America On Line, the
Well, Genie, Lexis Counsel Connect, as
well as the countless small desktop BBs'
run by hobbyists, is already subject to
contractual agreements.”’ Before the user
could gain access to their services, he is
made to agree to abide by certain rules
and regulations, and these rules may
stipulate certain conduct considered to
be illegal, the commission of which
would hold the said user liable to cer-
tain penalties. However, rules may not
arise only as between sysops and users,
for rules among the several sysops them-
selves is also contemplated. This be-
comes obvious when one considers the
fact that the Internet is a network of
networks wherein users with different
service providers communicate, necessi-
tating the latter to interconnect with
each other for the messages to reach their
destinations. Unilateral promulgation of
rules for particular local electronic spaces
simply does not work to control
Internet listservs or other forms of cross-
system communication.®®

In the user-sysop scenario, without
any outside regulation, these contracts
seem to put the sysop in the best posi-
tion to make the rules by which to regu-
late the Internet. As a corollary to this,
since they make the rules, sysop also
seem to be in the best position to deter-
mine if such rules have been breached.
As such, in this setting, they seem to
have the quasi role of both lawmakers
and judges. The sysop acts as a quasi-leg-
islator when it draws contracts of adhe-
sion for the user to simply accept and
thus be bound thereby. In that sense, the
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contract then becomes the law between
them. Moreover, it would be the sysop
to "judge" whether or not a user has vio-
lated a provision of the said contract. As
to the concept of a globally agreed-upon
set of rules among sysops, although a
mechanism for such lawmaking has still
to be provided for, it is safe to say that it
also views sysops as both quasi-lawmak-
ers and quasi-judges rolled into one.
Going further and placing things into a
wider perspective, this would leave the
legitimate interests of particular nations
vulnerable to and dependent upon on-
line contracts.

There are perceived dangers to the
view that governments should regard the
Internet as a self-regulating regime gov-
erned by sysops and users. The Internet's
intrusive nature upon a country's terri-
tory has effects too real to brush aside
in the name of such concepts as ingenu-
ity, modernity and even freedom of ex-
pression. These dangers will be discussed
later.

2. Penalties and the Problem of Ad-

Another question to consider in the
sysop-user scenario is that of penalty.
When sysop "adjudges" a certain user to
be in breach of certain regulations, what
son of punishment does the violator re-
ceive? Articles dealing on this matter
seem to agree that the worst punishment
that could ever be given to a violator
under such a system is that of "banish-
ment." Another method of enforcement
on the Internet is that of social pressure,
but this is hardly a penalty. By "banish-
ment," the user is disconnected or
unsubscribed by the sysop. It should be
noted that when CompuServe blocked
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access to more than 200 discussion
groups on the Internet, it did so not as a
form of penalty, but as a restrictive act
under pressure from the German gov-
ernment. But since all of CompuServe's
subscribers were barred from accessing
them, these discussion groups were ef-
fectively disconnected during the whole
interim. However, when it comes to the
materials contained therein, even though
a certain group or site was barred from
access, there was no way to stop other
users from copying its contents into
their own Web sites. As such, the prob-
lem is compounded when Web sites are
considered. In Germany, when the po-
lice ordered German ISP's to block ac-
cess to the Dutch Web site XS4Al11, sup-
porters of that site quickly set up scores
of new ways for people to read it, and it
was copied into at least 58 other web
sites.”” Even in the case of the two hun-
dred or so discussion groups barred by
CompuServe under pressure form the
German government, Internet sites have
sprung up to replace those barred - a
process that experts say is possible to
stop, regardless of how vigilant a service
provider monitors Cyberspace.”

Even in a smaller scale, the prob-
lem persists. When a user violates cer-
tain norms of a discussion group or of a
BBS, the moderator of the discussion or
the sysop itself may disconnect the vio-
lator. This prevents him from joining
the discussion or further posting his
materials on the BBS. However, this does
not seem to solve the problem. Exile of
a rule-breaker may not always work on
mailing lists as technically adept users
can re-subscribe from a new e-mail ac-
count.”! By this means, the moderator
of the BBS or mailing list will not be
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able to identify the violator under the
new subscription, even if he uses the
same name.

The question then is: How effective
is the penalty of "banishment" from a
BBS? Even in the case of ISP's, it is clear
that if a certain site were barred from
access by a service provider, the contents
of that site could always be copied into
another site. In the accident concerning
Germany's renewed efforts to block ac-
cess to XS4Al1, the country's biggest
academic Internet service, the Deutsche
Forshungsnetz, unilaterally threw up its
arms and declared the whole effort fu-
tile.”” In the case of a BBS the rule-break-
ers can always resubscribe in another
account. The issue of primary concern
is the effectiveness of penalties presently
imposed on the Internet, not only to bar
access to illegal groups or sites, but also
to deter criminality. This is the same as
the problem mentioned earlier that pun-
ishing ISP's does not deter the true crimi-
nal. Truly, not only does disconnection
fail to bar the wrongdoer from Internet
access; moreover, it does not have
enough teeth to effectively deter him
from repeating his acts. This interest on
deterrence is similar to U.S, Senator Dan
Coats' concern in giving the on-line por-
nographer incentive to restrict access by
children to his products, through the
constraints of the law. True enough, this
argument might be turned around and
used as a justification against government
regulation, by showing that it cannot
work. However, the main thesis of this
paper is to show exactly that there is a
way by which governments can use ju-
risdictional principles to address this is-
sue.

In view of the foregoing, if Cyber-

space were to be considered independent
from the laws and regulations of "out-
side" governments, there arises the prob-
lem of adequate penalties for wrongdo-
ers.

C. The Backdoor and the Need for
Effective Governmental Regulation

The matter of punishment and regu-
lation on the Internet should not be
taken lightly, because, as already stated
several times, activities in Cyberspace
affect people in real space. It is now ob-
vious that, as mentioned earlier, the
means of regulation and control offered
by absolutist cyber-users are not sensi-
tive enough to the realities of cause and
effect. Regulation from within the cyber
realm is not enough.

1. Defamation and Infringement
through the Internet:

This point is best illustrated by the
numerous defamation and infringement
cases constantly being filed against those
who use the Internet as a medium for
these acts. Outside Cyberspace, there is
no question that defamation and in-
fringement are punishable, whether civ-
illy or criminally. The fact that they are
committed on the Internet raises novel
questions of territoriality, freedom of
speech, domain name policies, publish-
er's standard of liability and more.
Cyber-users, who know this, also know
that all these new concepts for old prin-
ciples, together with the possibility of
anonymity, offer the perfect veil of pro-
tection. Stripping government of their
authority to regulate Cyberspace will
leave the plaintiffs in these cases with no
proper recourse. In fact, in their article,
Oberding and Norderhaug recognize
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that when there is a violation of an
Internet "community" norm, discus-
sions on mailing lists and BBS' have ap-
plied real world legislation.” If any, this
just seems to bolster the view that for
the Internet to fully realize its potential
as an instrument to link the countries
of the world governments have to step
in with their laws. They also use as an
example the case of Stratton Oakmont.
Inc vs. Prodigy Services Co..”* where an
unidentified user poster libelous state-
ments against Prodigy, the operator of
the computer network, and the uniden-
tified user. In this case, the New York
Supreme Court addressed the liability of
Prodigy, stating that it was liable as a
newspaper publisher because it held it-
self out to the public as a service pro-
vider that exercised editorial control over
the contents of materials posted on its
bulletin boards. If no such representa-
tion had been made, Prodigy would have
been considered similar to a newsstand.
Such was the ruling in Cubby. Inc. v.
CompuServe. Inc..”” where the United
States District Court held that Compu-
Serve, as a news distributor, may not be
held liable if it neither knew nor had
reason to know of the allegedly defama-
tory statements.

The above cases are just two among
a number of examples by which govern-
ment laws and regulations have been
applied to libel and defamation cases on
the Internet in order to provide redress
to victims who are themselves users.
Also, it is clear that an ISP could be held
liable for libelous content in its Bulletin
Board in two instances; namely, when
it represents itself to the public as exer-
cising editorial control, or when it
knows or has reason to know of defa-

matory statements therein. It should be
remembered, however, that although
ISP's could be held liable in these two
instances, the true issue is not addressed
- that is, what about the real wrongdoer?

Intermatic. Inc. v. Toeppen’® is an
infringement case that addresses this is-
sue. This case involves the problem of
cyber-squatters, individuals who attempt
to profit from the Internet by reserving
and later reselling or licensing domain
names back to the companies that spent
millions of dollars developing the good-
will of the trademark.”” The legality of
such a conduct is placed at issue, because
registration of domain names with the
Network Solutions, Incorporated is on
a first come first served basis, regardless
of whether or not that domain name
constitutes an already registered trade-
mark in the real world. As such, cyber-
squatters like Toeppen seek to take ad-
vantage of this policy and exploit it to
the detriment of legitimate businesses.
This case is quite interesting, because the
Court ruled that, under the Federal Di-
lution Act, Toeppen's use of the Internet
to register the "intermatic.com" domain
name for the purpose of selling it back
to Intermatic met the "commercial use"
requirement of that Act. This, together
with the fact that Toeppen's use of
"intermatic.com" was likely to cause di-
lution of Intermatic's mark, made him
liable for violation of the Federal Dilu-
tion Act. It should also be noted that
the Trademark Dilution Act of 1995 was
intended by the U.S. Congress to address
the specific issue of Internet domain
names, for the benefit of owners of fa-
mous marks.

The relevance of this case is not in
determining the legality or illegality of
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cyber-squatting. Rather, it is relevant
to show that there are instances wherein
laws have been successfully enforced on
the Internet. In the Intermatic case, one
sees a specific law enacted by the gov-
ernment to address a specific problem
on the Internet, and a Court applying
that law to protect a party from the ef-
fects of an act committed in Cyberspace
and punish the wrongdoer accordingly.
Had there been no such law enacted to
address the domain name problem,
Toeppen would have succeeded in his
scheme, a scheme which the U.S. gov-
ernment considered unlawful.

2. Pornography on the Internet:

In the absence of any real rule maker
and enforcer within Cyberspace, if the
view remains that governmental regula-
tions are territorially ineffective therein,
and the Internet is allowed to develop
on its own, there is the danger that its
progress could be dictated in some way
by those with all intentions. In such
event, the Internet could become an in-
strument that serves the criminal mind.
These are not mere possibilities, for even
now, if one were to browse through the
World Wide Web, he would easily come
across countless of pornographic, racial,
infringing, defamatory, libelous, hate,
destructive and other deleterious mate-
rials. These materials do not and can-
not choose its viewers. It is available to
all ages, regardless of their race, sex and
religion. It is not mere coincidence that
they exist on the Internet. They exist in
the absence of any effective internal regu-
lation and control. On the other hand,
if these deleterious materials exist by rea-
son of "community" norms or as a prod-
uct of the freedoms of speech and ex-

pression vehemently declared by abso-
lutist cyber-users, Cyberspace is then re-
duced to a mere state of anarchy. As
stated by Johannes Singhammer, a con-
servative member of the German Parlia-
ment and head of its Children's Com-
mission, referring to materials on the
Internet: "Does it have anything to do
with freedom of expression when you
see images depicting sex with dead chil-
dren? There is no doubt that passing on
and distributing child pornography is a
criminal act."” Moreover, Rita Suess-
muth, president of the Bundestag, the
German parliament, said: "The infor-
mation superhighway must not be al-
lowed to become a forum for those who
defile children. Freedom of expression
reaches its limit when human dignity is
violated and violence is promoted."”
Truly, pornography occupies a cen-
tral role in a government's interest to
regulate the Internet-and rightly so. In
all the State policies and laws discussed
above, if there is one thing they all have
in common, it is the problem of on-line
pornography. A research team at
Carnegie Mellon University conducted
the very first systematic study of por-
nography on the Internet in 1995. The
study revealed that 917, 410 porno-
graphic images, animations, and text files
obtained from commercial "adult" BBS'
have been downloaded 8.5 million
times.** The study also reported that the
market for computer pornography is
evolving rapidly because pornographers
have begun to utilize the unprecedented
distribution channels of computer net-
works "to penetrate markets through-
out the world where public access to por-
nography has been historically re-
stricted, including China, Saudi Arabia,
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Malaysia and Turkey."®' As such, these
materials have been downloaded in over
2,000 cities all over the world. Although
this study has been subjected to criticism,
the fact that it exists should raise valid
concerns on Internet content. Its statis-
tics might not be accurate, but it still
proves the fact that the pervasiveness of
Internet pornography is a reality to be
dealt with.

What is more disturbing is the rev-
elation made in the report that sophisti-
cated computer pornographers are sur-
veying their materials to determine
which images they should pay more at-
tention to, and that they are paying close
attention to images depicting pedophilia
and bestiality, as well as urophilic im-
ages, because they are the most lucrative.
With newer and more advanced com-
puter technologies becoming more avail-
able to anybody, the audience of on-line
pornography is constantly growing.
One feature of computer network por-
nography that appears to distinguish it
from the rest of the pornography mar-
ket is the fact that it is distributed free
of charge.”” Indeed, pornographers have
reportedly been using the Usenet to ad-
vertise their products at no cost, and this
leads audiences to subscribe to their
"adult" BBS' after just seeing a few posted
images. It is also a fact that on-line por-
nography gives the user the capacity to
privately view and down load just the
images he wants. These give a better al-
ternative to consumers who, previously,
had to walk in an "adult" store in public
and purchase an entire magazine or video
just to see a few desired images or depic-
tions. As such, the market for pornog-
raphy on the Internet has been finding a
receptive audience, an audience that re-

sponds well to images of children hav-
ing sex, women being raped or tortured,
and other life-degrading depictions. The
article of Catherine A. Mackinnon fur-
ther considers that computer networks
are contributing significantly to abuse
of women and children by facilitating
access to child pornography and abusive
pornography upon women.*’ She points
to the fact that when a woman is mar-
keted as being intensively physically
harmed; consumer demand doubles.®

It is uncontested that the Internet
has boundless potentials for global net-
working and information distribution,
among others; but it is also a fact that it
brings with it boundless dangers which
have to be addressed properly. Already,
pornography takes up much of the
Internet's "space." As the Carnegie
Mellon report indicates, over eighty per-
cent of all pictures in the Usenet are
pornographic, and three-quarters of the
total space occupied by visual boards is
pornographic as well.* If at the moment
pornography already comprises a huge
amount of activity in Cyberspace, what
more in a couple of years from now?
Given the borderless nature of the
Internet. If it truly were to unite all civi-
lized nations in a technological environ-
ment, more space has to be provided for
materials with greater relevance, and less
for obscenity. The only way to prevent
the Internet from atrophying into a mere
instrument to satisfy one's lascivious
desires is for the government to over-
come the ostensible limitations of juris-
diction.

The problem could not have been
more adequately expressed than the
wordings in the report itself

That many of the most popu-
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lar images of computer pornog-raphers
in the United States -pedo/hebephilia,
bestiality, incest, urophilia,
corpophilia, enema, fisting, he-she
male, and B&D/S&M - are consumed
by paying subscribers in at least
2,000 cities around the world raises
complex and intriguing questions
about "community standards" in
Cyberspace.*

There are a couple of things to
see on the Internet other than hard-core
pornography. A few other locations
one can come across therein are a site
entitled "A Short Guide to Hindering
Trains," a site that offers advice on
how to commit suicide maintained by
the Church of Euthanasia, numerous
neo-Nazi, a marijuana home page and
a site on how to make bombs.

3. A Cyber-Community?:
Treating Cyberspace as having its
own communal norms would be like
turning a blind eye to its potential and
far-reaching dangers upon real space. In
fact, it seems wrong to even make a dis-
tinction between the concepts "Cyber-
space" and "real" space. Cyberspace is a
mere creation of man. Seen in its most
fundamental nature and original pur-
pose, Cyberspace is a mere tool for com-
munication. It exists, not outside of the
real world, but within and as a part of
it. As such, it is not even right to talk
about a "spilling over" of effects in the
first place, because it is a basic philoso-
phy that anything that occurs in the
world causes an effect therein.

Without effective "real world" leg-
islation, Cyberspace could serve as the
backdoor for criminality, because while

a person runs a great risk of punishment
when he commits a crime in the real
world, that risk is greatly reduced when
committed through the Internet. With-
out governmental regulation to control
activity on the Internet, the gravest form
of regulation that a wrongdoer would
face in Cyberspace is either peer pres-
sure or "banishment" from the "commu-
nity," depending upon his contract with
the system operator. Mr. Barlow, in his
Declaration, states: "We believe that
from ethics, enlightened self-interest, and
the common-weal, our governance will
emerge."” In his e-mail correspondence,
he also says "(s)o far, it seems that the
environment has shown a great capac-
ity to be self-corrective."®® But do these
eliminate the need for an actual body
representative of the collective thought
of all users? How could see "a great ca-
pacity to be self-corrective” in an envi-
ronment loaded with racial discrimina-
tion, hatred, defamation, copyright in-
fringement and, most of all, intolerable
and violating obscenity?

There is no question that there is a
need for government regulation of the
Internet. But that is not the issue here,
for there is nothing that prevents a gov-
ernment from enacting laws addressing
the Internet. The problem then that all
governments face is how to enforce their
laws on Cyberspace beyond their terri-
torial boundaries effectively. In this re-
gard, the problem can be reduced to one
of jurisdiction. Owing to the Internet's
insensitivity to physical boundaries, all
governments feel restricted by the tradi-
tional territorial limits of their jurisdic-
tion to make and enforce laws. For ex-
ample, how can Germany enforce its
laws against the owner of a web site that
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offers materials dealing with bestiality,
incest and obscenity, if such owner re-
sides in the United States? This is actu-
ally the situation in several cases, because
most sites that offer neo-Nazi anti-
Semitic materials, as well as other sites
banned in Germany, are maintained in
the United States.

IV. A WORLDWIDE PROBLEM
REGARDING JURISDICTION
AND A COMMON SOLUTION
There is a way to solve the problem
of jurisdictional limitation without
radically changing the whole concept of
territoriality, at least for Cyberspace.
But the only way for it to work is for
all nations to recognize the true nature
of Cyberspace. A government must re-
alize that, for it to enforce its laws against
a criminal using the Internet as a me-
dium, the help and cooperation of other
countries are needed. In the same respect,
it must also realize that other countries
will be seeking its assistance to enforce
their own laws. In short, a stronger no-
tion of international comity amongst
nations is required. It should be noted
that comity is a concept that finds bal-
ance between an absolute obligation and
a mere courtesy. It has been defined by
U.S. Supreme Court Justice Gray, in the
case of Hilton v. Guyot.* as follows:
'‘Comity,' in the legal sense, is neither a
matter of absolute obligation, on the
one hand, nor of mere courtesy and
good will, upon the other. But it is the
recognition which one nation allows
within its territory to the legislative,
executive, or judicial acts of another
nation, having due regard both to
international

duty and convenience, and the rights if
its own citizens, or of other persons
who are under protection of its laws.”
However, this notion of comity must
be sensitive enough to the fact that, since
Cyberspace has no borders, the action
of one government can affect the access
of users to the information highway
around the world. This means that there
must be a limit to the ability of a gov-
ernment to enforce its laws beyond its
jurisdiction, in excess of which, the no-
tion of comity no longer applies. In con-
nection with this, Juergen Ruettgers,
Germany's minister for science and tech-
nology, stated: "It is the responsibility
of states to make clear where the bound-
aries of tolerance for the society lie."”" It
still remains a fact that all governments
must understand the international
character of a criminal act committed
on the Internet, and that people
distributing materials therein must be
held accountable for their content. In
relation to this, persons who post some-
thing on the Internet must be respon-
sible enough to realize that whatever
they upload to the system will be seen
all across the globe, and that the Internet
is not outside the reach of the law of any
country. As stated by Chris Kuner, an
American lawyer in Frankfurt who
closely follows German Cyberspace is-
sues: "The Internet created a universal
jurisdiction, so that once you are on the
Internet you are subject to the laws of
every country in the world."”?

A. Navigating through Jurisdictional
Problems

Before beginning the difficult task
of navigating through jurisdictional
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problems that a State would encounter
in dealing with the Internet, it is impor-
tant to take note of four preliminary
concepts. Fist of all, it seems that there
exists no hard and fast rule in interna-
tional law that restricts a State's exer-
cise of jurisdiction, except that no State
can exercise its jurisdiction over persons,
acts or events which do not affect or
concern it. Secondly, it has been stated
by the Permanent Court of International
Justice (PCIJ) that a State's claim to ju-
risdiction need not be proven as being
based on a principle of international
law."”* Instead, it is the duty of the party
opposing the claim to show that a pro-
hibition exists in international law. As
adequately pointed out by Professor J.
Starke: "It would appear to follow from
the much discussed Lotus Case (1927),
decided by the Permanent Court of In-
ternational Justice, that there is no re-
striction on the exercise of jurisdiction
by any state unless that restriction can
be shown by the most conclusive evi-
dence to exist as a principle of interna-
tional law. Thirdly, although history
shows that countries have been comfort-
able with the traditional territorial basis
of jurisdiction, technological changes,
even before the birth of the Internet,
have paved the way for the adoption
of other grounds of acquiring jurisdic-
tion. Professor J. Starke mentions some
of these changes as the in creasing speed
of communications, the more sophisti-
cated structure of commercial organiza-
tions or enterprises with transnational
ramifications, and the growing interna-
tional character of criminal activities.”
As such, there are now four bases of ju-
risdiction recognized in international
law, although in varying degrees. These

three preliminary concepts are impor-
tant, because they lay the legal founda-
tion for justifying a more liberal inter-
pretation of State jurisdiction, at least in
Cyberspace. Moreover, the first two
concepts have found legal justification
in the Lotus Case.” In this case, the PCIJ
ruled that:
Far from laying down a general
prohibition to the effect that
States may not extend the ap-
plication of their laws and the
jurisdiction of their courts to
persons, property and acts out-
side their territory, it leaves
them in this respect a wide mea-
sure of discretion which is only
limited in certain cases by pro-
hibitive rules; as regards other
cases, every State remains free
to adopt the principles which
it regards as best and most suit-
able®
The Lotus Case was dispute between
France and Turkey, submitted to the
PCIJ. This case involved a collision be-
tween the French mail steamer Lotus
and a Turkish cutter on the high seas,
on August 2,1926, resulting to the death
of eight Turkish sailors. The dispute
arose because, when the Lotus arrived
in Constantinople, the French officer in
charge was arrested by Turkish authori-
ties and convicted by a Turkish court.
France argued that the principles of in-
ternational law prevent Turkey from
instituting criminal proceedings against
the French officer in charge under Turk-
ish law. However, the PCIJ ruled that
nothing in international law prevented
Turkey from acquiring jurisdiction. This
case finds its relevance, not only on the
particular facts involved, but, moreover,
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on the basic rules and principles of in-
ternational law expounded by the Court.
The fourth preliminary concept has to
do with the Territoriality Principle of
Criminal Law. This principle generally
states that countries, more or less, do
not extend their criminal jurisdiction
beyond their respective territories. Fur-
thermore, there is another rule in the
subject of Conflict of Laws that is re-
lated to this principle. It is the rule that
States apply their own criminal laws to
crimes committed within their own ter-
ritory. This Conflicts rule is based on
the premise that, using Curne's Interest
Analysis Approach, when a crime is
committed within a State, it is that
State's policies and laws which are af-
fected or violated by such conduct, thus
giving it the closest connection and mak-
ing it the most interested State in that
particular case.”’ This rule will be dis-
cussed in more detail later. As to the Ter-
ritoriality Principle of Criminal Law, it
is relevant because of the amount of
criminal conduct that could be perpe-
trated through the Internet. Stated oth-
erwise, certain acts that are offensive to
public policy and committed on the
Internet are regarded by several States
as criminal in nature. However, espe-
cially with increasing technological ad-
vance, this principle seems to be quite
obsolete. It is also important to note that
the Court in the Lotus case stressed that
this principle is not absolute rule, and
that it does not coincide with territorial
sovereignty. Moreover, the Court also
gave significance to the effects of the act,
basing its decision on the fact that the
effects of the offense occurred on the
Turkish vessel by killing eight Turkish
nationals on board. In the words of the

Court itself:
On the contrary, it is certain
that the courts of many coun-
tries, even of countries which
have been given their criminal
legislation a strictly territorial
character, interpret criminal
law in the sense that offenses,
the authors of which at the mo-
ment of commission are in the
territory of another State, are
nevertheless to be regarded as
having been committed in the
national territory, if one of the
constituent elements of the of-
fense and more especially its ef-
fects, have taken place there.

Consequently... it becomes im-

possible hold that there is a rule

of international law which pro-

hibits Turkey from prosecuting

Lieutenant Demons because of

the fact that the author of the

offense was on board the

French ship.”

Irrespective of this, a more perva-
sive problem regarding criminal jurisdic-
tion exists. While some States might re-
gard certain acts committed on the
Internet as criminal, it may not be the
case for others. Furthermore, as men-
tioned earlier, under Conflicts principles,
States normally do not apply the crimi-
nal laws of other States.

B. The Territorial Approach

The four bases of jurisdiction rec-
ognized in international law referred to
above are the following:

1. Territorial Jurisdiction;
Nationality Jurisdiction;
Protective Principle; and

2.
3.
4., Universal Jurisdiction
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Of these four, the Territorial Ap-
proach seems to offer the most viable
and workable solution to the jurisdic-
tional problem of enforcing a State's law
over acts committed on the Internet.
Moreover, it is the safest because, of all
principles it is the most accepted.

The exercise of jurisdiction by a
State over property, acts or events oc-
curring within its territory is clearly con-
ceded by international law to all mem-
bers of the Society of States." This is
what is called the principle of Territo-
rial Jurisdiction- the most basic, work-
ing and accepted of all jurisdictional
bases, considering that everything within
a State must generally affect it. In this
regard, when the national of a State cre-
ates an obscene web page within its ter-
ritory, the State will encounter no prob-
lem in enforcing its laws against him.
This was the situation in the Thomas
case, as well as in other U.S. and Ger-
man cases discussed so far in this paper.
Even if the person who creates the web
page is not a national of a particular
State, as long as the act is committed
within its territory and he is present
therein, that State's courts can still exer-
cise jurisdiction over him. The reason
for this is that when the principle of
Territorial Jurisdiction refers to "all per-
sons," it makes no distinction between
nationals and non-nationals. No pre-
sumption of immunity arises from the
fact that the person against whom the
proceedings are taken is an alien- an alien
can claim no exemption from the exer-
cise of such jurisdiction except so far as
he may be able to show either: (i) that
he is, by reason of some special immu-
nity, not subject to the operation of the
local law, or (ii) that the local law is not

in conformity with international law.'®

So far, under this principle, there exists
no problem in the situations men-
tioned above. However, matters get
more complicated when a State seeks to
impose responsibility upon a person
who is not its national, who does not
reside therein and whose conduct oc-
curred outside its territory. A good ex-
ample of this would be the German
government suing a U.S. citizen for
maintaining a web site in California dedi-
cated to child pornography.

There are two technical extensions
to the Territorial Approach. The first
one is the Subjective Territorial Principle,
which says that States have jurisdiction
to prosecute and punish crimes that are
commenced within their territory, even
though they are consummated in the
territory of another State. This principle
has not been accepted as a rule of inter-
national law, but it has been adopted by
two Geneva Conventions, one on coun-
terfeit currency, and the other on illicit
drug trafficking. Even if this principle
had the status of an international rule, it
would have no relevance to this paper,
because the concern here is not where
the crime is commenced, but where it is
consummated and felt, through the in-
strumentality of the Internet.

The second technical extension is
the Objective Territorial Principle. In the
words of Professor J. Starke, pursuant
to this principle, "certain States applied
their territorial jurisdiction to offenses
or acts commenced in another State, but:
—(1) consummated or completed within
their territory, or (ii) producing gravely
harmful consequences to the social or
economic order inside their territory."'""
Before this principle could be made to
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apply to Cyberspace, it first has to be
determined if illegal content on the
Internet does produce "gravely harmful
consequences to the social or economic
order" within a State. It is argued in this
paper that it does.

Chapter III of this paper provides
the basis for saying that States do have
an interest in regulating Cyberspace. In
the numerous laws and governmental
acts that have been discussed, legitimate
public policies regarding the Internet
have been declared therein. It has been
seen in Chapter III that States have raised
public policy concerns to justify the laws
they have enacted to regulate the
Internet at least within their borders.
This shows that an act, otherwise wrong-
ful in real space, does not shed off its
character just because it is committed in
Cyberspace. One need not go through a
statistical chart of each and every gov-
ernment to come to a conclusion that a
State's public policy is hopelessly inter-
twined with Cyberspace.

The absence of borders in Cyber-
space makes it very difficult, if not im-
possible, for governmental authorities to
screen off unwanted materials and pre-
vent them from being viewed by the
populace without shutting down the
system totally. This intrusive nature adds
to the fact that content on the Internet
could have gravely harmful conse-
quences on a State's social order and
morality concerns. The only problem is
determining with specifity which State
public policies and laws could be con-
sidered as internationally acceptable.

One approach would be to distin-
guish between public policies which
States have in common, on one hand,
from those which should be considered

as distinctly local, on the other. This dis-
tinction is important because, as stated
earlier, there must be a limit to the abil-
ity of a government to enforce its laws
beyond its jurisdiction. In this regard,
among the acts on the Internet that raise
some concern, it is safest to say that all
civilized States have a public policy in
protecting their children from obscen-
ity on the Internet, particularly child
pornography - as used in the example.
To further emphasize the pervasiveness
of the problem of pornography on the
Internet, it has been shown in the previ-
ous chapter that the more violent and
degrading a material, the more it is
wanted.

In view of the foregoing, the Objec-
tive Territorial Principle seems to give
sufficient legal basis for a State to pros-
ecute another State's national for an il-
legal we'b site, even if the site were setup
in the latter State. If this approach were
to be used on the example above, the
German prosecutors would have author-
ity to prosecute the U.S. national. How-
ever, it appears that this principle only
gives an offended State the authority to
prosecute the wrongdoer only if he en-
ters its territory. Professor J. Starke, in
explaining this principle, quotes the defi-
nition of Professor Hyde as follows:
"The setting in motion outside of a State
of a force which produces as a direct
consequence an injurious effect therein
justifies the territorial sovereign in pros-
ecuting the actor when he enters its do-
main."'® If this definition were followed
strictly, it would still not give the of-
fended State the required jurisdictional
effects it needs to enforce its laws, be-
cause it would have to wait until the of-
fender enters its territory.
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The definition given by Professor

Hyde above takes into account that a
Court cannot prosecute a person who is
beyond the reaches of its jurisdiction.
This is the principle of personal juris-
diction, as contrasted to subject-matter
jurisdiction over a case because of the
fact that the crime has substantial effects
in the forum State, it cannot entertain
the suit if it has no personal jurisdiction
over the wrongdoer. Otherwise, it
would be overstepping its jurisdictional
limits and intruding into another State's
sovereignty. In the Lotus Case, the Turk-
ish Court had no problem exercising
personal jurisdiction, because after the
collision the Lotus docked in Constan-
tinople, at which point Lieutenant De-
mons, the French officer in charge, was
immediately arrested by Turkish au-
thorities. Thus, since the Turkish Court
itself as totally invested with jurisdic-
tion , subject-matter as well as personal,
it applied Article 6 of its Penal Code.
The relevant provisions of the said ar-
ticle, quoted in the text of the Lorus Case,
are as follows:
[Alny foreigner who...commits an
offense abroad to the prejudice of
Turkey or of a Turkish subject, for
which offense Turkish  law
prescribes a penalty involving loss of
freedom for a minimum period of not
less than one year, shall be punished in
accordance with the Turkish Penal
Code provided that be is arrested in
Turkey.™ (emphasis supplied) Note that
Article 6 asserts the so-called Passive
Nationality theory when it states that
Turkish law would apply when a
foreigner commits an offense

against a Turkish national, even if the
act is committed abroad. This principle
is a controversial and questionable issue.
Although this principle is followed by
some countries and adopted in several
national criminal codes, due to the fact
that other States have not accepted it, it
cannot be considered as a sound prin-
ciple of international law. It is regrettable
that the PCIJ did not directly address
this issue. The Court itself says:
Neither the conformity of Article 6 in
itself ~ with  the principles of
International law nor the application
of that Article by the Turkish
authorities constitutes the point at
issue; it is the very fact of the
institution of proceedings which is held
by France to be contrary to those
principles... This being so, the Court
dos not think it necessary to
consider the [French] contention that
a State cannot punish offenses
committed abroad by a foreigner
simply by reason of the nationality of
the victim. For this contention only
refers to the case where the nationality
of the victim is the only criterion on
which the criminal jurisdiction of
the State is based."
Thus, in deciding this particular issue,
the PCIJ confined itself to justifying the
prosecution on the Territorial principle.
Moreover, it does not address thee prob-
lem that arises when the offender is out-
side the offended State's territory. In this
regard, therefore, the Lotus Case offers
no solution.

Going back then to the example of
Germany and the U.S. national, how
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could Germany obtain redress against

the wrongdoer if he resides outside its

territorial boundaries?

At this point, all relevant issues and
problems worth considering in navigat-
ing jurisdictional problems on the
Internet have been stated one way or an-
other. To indicate these problems more
clearly, it is much better to enumerate
them point by point:

1. Itis proper for a State to

enforce its laws beyond its ju

risdiction?

l.a. Are there limits to the
power of States to pre-
scribe laws with extra-
territorial application?
How does a State le-
gally acquire personal
jurisdiction over an of-
fender?

2. Is there a way for a State

to have its extraterritorial laws

enforced by foreign courts?

2.a. Can a State file a civil
case against the of-
fender in a foreign
court?

2.b. Can a State file a crimi-

nal case against the of-
fender in a foreign
court?

. Is it proper for the
Court of the forum
State to apply the
criminal laws of an-
other state?

3. Is there any benefit to be

achieved from all these?

Lb.

C. Applying a State's Law Beyond its
Territorial Jurisdiction
In answering the first question, it
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should be remembered that there exists
no hard and fast rule in international law
that restricts a State's exercise of juris-
diction, except that no State can exer-
cise its jurisdiction over persons, prop-
erty, acts or events which do not affect
or concern it. This is the first prelimi-
nary concept above, and it leads the dis-
cussion of the Substantial Effects Prin-
ciple.

1. The Substantial Effects Principle
and the Reasonableness Standard:
Based on the Objective Territorial
Principle, already discussed, there is a ra-
tionale for enforcing a State's law extra-
territorially. It is called the Substantial
Effects Principle. In substance it can be
stated in the following manner. "A State
may justify the application of the laws
of its territory only insofar as an act oc-
curring .outside of its territory has a di-
rect, substantial and foreseeable effect
within its territory and the exercise of
jurisdiction is reasonable."'” The Re-
statement (Third) of Foreign Relations
Laws, Section 402 (1987), paragraph (I),
subparagraph (c) summarizes the United
States' view on this matter by stating
that "[s]ubject to Section 403, a state has
jurisdiction to prescribe law with respect
to...conduct outside its territory that has
or is intended to have substantial effect
within its territory." 106 The reference
to Section 403 has made the exercise of
jurisdiction subject to the requirement
of "reasonableness," to be discussed later.
The Effects Principle is further declared
by the International Association as fol-
lows:
A State has jurisdiction to pre-
scribe rules of law governing
conduct that occurs outside its
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territory and causes an effect

within the territory if:

(@ the conduct and its effect

are constituent elements of ac

tivity to which the rule applies

(b) the effect within the terri

tory is substantial; and

(c) itoccurs as a direct and pri

marily intended result of the

conduct outside the territory.'”’

By the manner the Effects Principle
has been expressed and applied, it seems
to address a situation where State courts
apply local laws to conduct committed
in a foreign country. In this way, it
sounds very similar to the Protective
Principle. The Protective Principle rec-
ognizes that each State may exercise ju-
risdiction over crimes against its secu-
rity and integrity or its vital economic
interests.'® It is, furthermore, contained
in Section 402 (3) of the Restatement
(Third) of Foreign Relations Law, which
states that "a State has jurisdiction to
prescribe law with respect to...certain
conduct outside its territory by persons
not its nationals that is directed against
the security of the State or against a lim-
ited class of other State interests."

In view of the fact that the Protec-
tive Principle has not found wide accep-
tance in the international community,
it seems that it cannot serve as a good
foundation upon which a State may ap-
ply its laws on the Internet. It is also
doubtful if majority, if not all, acts or
crimes committed on the Internet would
be so severe as to affect a country's na-
tional security and integrity, or have
such an effect on its vital economic in-
terests - at least not at the present. In
the example, surely child pornography
in Cyberspace cannot be considered as

having such standing.

This paper presents an approach
that finds its applicability on the very
principles of Territoriality, generally ac-
cepted in international law ass the nor-
mal working rule, further strengthened
by the principle of comity.

The Effects Principle and the Protec-
tive Principle seem similar to the extent
that they both treat foreign conduct that
causes or is intended to cause some ef-
fect within a State's territory. This is
probably the reason why it is easy to
use them interchangeably. However,
there are several factors that make them
significantly different.

First of all, a look at the Restate-
ment (Third) will show that they are
both contained in different subsections
of Section 402. While the Protective Prin-
ciple is found in paragraph (3), the Ef-
fects Principle could be found in para-
graph (1), subparagraph (c). Moreover,
the main difference is that, while the
Protective Principle contains almost the
same standards as the Effects Principle, it
is more specific as to the activities it cov-
ers. In this regard, the Protective Prin-
ciple is said to cover acts that are directed
against the security of a State, or against
certain interests, such as currency and
visa fraud. On the other hand, the Ef-
fects Principle covers conduct that has
or is intended to have a substantial ef-
fect within the territory of a State. For
this reason, the Effects Principle is more
open to different interpretations by dif-
ferent States.

By reason of its susceptibility to dif-
fering interpretations, the Effects Prin-
ciple has been applied in one way or an-
other by different States. For example,
while some States, like the United King-
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dom, apply a restrictive interpretation
such as requiring that an element of the
offense occur within national borders;
other States, like Germany and the Eu-
ropean Union, rely on more expansive
versions.'”

Interpretations of the Effects Prin-
ciple and its scope remain controversial.
However, the controversy and confu-
sion do not lie on an arbitrary extrater-
ritorial application of a State's law, but
rather, on the elements required for such
application. Moreover, unlike the Pro-
tective Principle, the fact that the Effects
Principle has been applied and inter-
preted by different States, in one form
or another, provides enough room to
apply it for the purposes of this paper.
As such, it seems that the best way of
using this principle to justify the appli-
cation of a State's law upon Internet con-
duct is to interpret it as strictly as pos-
sible, so as to make its use acceptable
wherever the forum may be. Taking into
account the different ways by which the
Effects Principle has been declared and
applied, a number of elements seem to
appear as the most relevant for satisfy-
ing, or at least approximating, interna-
tional standards. Since satisfaction of
these elements depends upon the circum-
stances of each particular case, for the
Internet, due regard must be given to its
nature as already discussed.

Firstly, the effect of the conduct
upon the State must be direct. This seems
to be satisfied by the intrusive nature of
the Internet upon the territory of a State.
In the absence of territorial borders in
Cyberspace and given the speed of mes-
sage transmission therein, not only is a
country open to any Internet content,
but moreover, when a crime such as

child pornography is committed
through the Internet, it is in fact con-
summated in any country connected
thereto. When a person uploads an
obscene material on the World Wide
Web, there is no way for a country's
customs office or border patrol to pre-
vent it from being viewed by its citizens.
It is as direct ass can be. As already dis-
cussed, because of the Internet's very
nature, there is no localization of effects.

Secondly, the effect must be substan-
tial. This also seems to be satisfied by
the same reasons stated above, consider-
ing further the fact that one site could
be viewed by all users in that State re-
gardless of age, sex, religion and race. In
other words, the fact that content on the
Internet does not choose its viewers lays
heavily upon the substantiality of its ef-
fects. As to child pornography on the
Internet, it has already been seen that
governments have expressed emphatic
concerns about its threat to their public
policies and interests in protecting their
citizens.

Thirdly, the effect must be foresee-
able. This is justified by the fact that
anybody who uses the Internet knows
that whatever he uploads unto it can be
viewed by each and every person with
access to the network. Such is the very
nature of Cyberspace. In this regard,
when a pornographer posts an image
depicting pedophilia on the Internet, he
knows and intends for people to see it.
He further knows that even children
could view it. The fact that on-line por-
nographers compile databases of infor-
mation about consumers' buying habits
and sexual tastes means that they are
fully aware and foresee the effects of their
actions. Moreover, they clearly intend
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their depictions to affect the people who
see it. It is also a fact that present block-
ing programs do not offer effective pro-
tection from these sites.

Lastly, the application of the laws
must be reasonable. This standard is ex-
cellently stated in Section 403 (1) of the
Restatement (Third) of Foreign Rela-
tions Law of the United States, in the
following manner: "[A] State may not
exercise jurisdiction to prescribe law
with respect to a person or activity hav-
ing connections with another State when
the exercise of such jurisdiction is un-
reasonable.

As regards this standard, Section 403
(2) of the Restatement (Third) offers a
list of relevant factors that could prove
very useful in determining whether the
extraterritorial reach of a statute is rea-
sonable. However, this list is not exhaus-
tive. As will be seen later, the Reason-
ableness Standard offers the best protec-
tive justification against the laws of the
most restrictive States. For this reason,
the application-of the Effects Principle
does not necessarily mean that all
Internet users and nations have to "dumb
down" to the most repressive nations
of the world, because once a law is seen
by the international community as un-
reasonable, it would lose its extraterrito-
rial enforceability. Using the obscenity
example, a State might argue that, since
its citizens viewed the material through
the Internet, a crime was committed
within its territory. Although this could
be a valid argument for a court to ac-
quire subject matter jurisdiction, the fact
that the material was also viewed in other
countries across the globe, gives it an
international aspects that limits a State's
prescriptive jurisdiction. Indeed, a State

might even go to the extent of saving
that irrespective of the Effects Principle,
owing to the nature of the Internet, not
only were the effects of the crime felt
in its territory, moreover, the crime was
actually committed therein. Thus not-
withstanding, because other states have
also been affected by the material in the
same way, the laws of the enforcing State
now come under the international spot-
light. Truly, Internet pornography is not
some act that a State can claim as totally
within its own territory and beyond that
of others. By reason of this international
aspect, there is a concern that the law
being enforced by a State upon a wrong-
doer should pass international standards.
This is the reason why the Effects Prin-
ciple, with its Reasonableness Standard,
offers the best approach.

Among the factors listed in the Re-
statement (Third) are items (d) the exist-
ence of justified expectations that might
be protected or hurt by regulation; (e)
the importance of the regulation to the
international, political, legal or eco-
nomic system; and (f) the extent to
which the regulation is consistent with
the traditions of the international sys-
tem. These items offer the best protec-
tion against laws that are too restrictive.

It should also be noted that, in com-
ment (a) to Section 403 of the Restate-
ment (Third), it is stated that the Rea-
sonableness Standard has emerged as a
principle of international law. Further-
more, the comment also states that there
is a wide international consensus that the
link of the activity to the territory and
the connection of nationality, while
listed among the factors to be considered
in determining reasonableness, "are not
in all instances sufficient conditions for
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the exercise of...jurisdiction." As such,
the fact that the activity takes place
within a State, or has substantial, direct
and foreseeable effects therein, does not
necessarily give that State jurisdiction to
apply its laws extraterritoriality. It also
implies that there are times when it
would not be proper for the Court of
the forum State to apply its local laws
on the sole justification that the wrong-
doer involved is its national. This impli-
cation is relevant for the discussion on
Conflict of Laws.

2. Application of the Substantial Ef-
fects Principle:

There is a line of U.S cases that di-
rectly deal with the application of the
Substantial Effects Principle. These cases
apply the principle to justify the reach
of U.S. laws to acts committed by for-
eigners abroad. The first is the case of
American Banana Co. v. United Fruit
Co."" In this case, the U.S. Supreme
Court held that U.S. Antitrust laws can-
not be applied to the acts of a defendant
in Panama or Costa Rica. The rule de-
clared here was that all legislation is
prima facie territorial. Justice Holmes
held that, as a general and almost uni-
versal rule, the "character of an act as
lawful or unlawful must be determined
wholly by the law of the country where
the act is done."!!! However, since this
case, U.S. courts have increasingly ap-
plied U.S. laws extraterritoriality when
a person's acts have a substantial effect
on the United States. Three of these cases
deal with the Sherman Act and have,
since then, reached a ruling different
from American Banana. The cases in
point are United States v. Aluminum
Co. Of America'"? Continental Ore Co.
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v. Union Carbide and Carbon Corp..'"
and Hartford Fire Insurance Co. V. Cali-
fornia."™*

These cases have mad it clear that
U.S. Antitrust laws can apply to foreign
conduct that was meant to and did in
fact affect trade and commerce in the
United States. But more importantly, in
a situation where there are two laws in-
volved, the domestic law and a foreign
law, the Hartford Fire Insurance case,
applying Section 403 of the Restatement
(Third) of the Foreign Relations Law,
laid down the rule that no conflict ex-
ists when a person can comply with
both. The Continental Ore case also
declared the same rule. In effect, what
this means is that, when the defendant
raises a freeing law in his defense, a court
in the United States will still apply do-
mestic law if the foreign law does not
explicitly require the conduct prohibited
by the U.S. law. Furthermore, as pointed
out by Justice Scalia in his Dissenting
Opinion to Hartford decision, the Court
has repeatedly held that Congress has the
"legislative jurisdiction "to make laws ap-
plicable to persons or activities beyond
the territorial boundaries, where U.S. in-
terests are affected.'”

The major criticism against these
cases is that they give U.S. courts the
discretion and power to determine what
constitutes "substantial effects." How-
ever, it is due to this criticism that the
Reasonableness Standard has been incor-
porated into the Restatement (Third).
But a further criticism is expressed in
Justice Scalia's dissent to the Hartford
Fire insurance opinion. For him, had the
Reasonableness Standard been truly ap-
plied, the Sherman Act should have been
precluded from applying to conduct
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within a foreign jurisdiction. According
to him, since United Kingdom had more
interests in the case, its laws should have
been applied.

Taking the above cases and criti-
cisms altogether, what is important for
this paper is that, as long as the Reason-
ableness Standard is properly applied, the
Effects Principle could prove as a way of
acquiring prescriptive jurisdiction for the
State to enact laws with an extraterrito-
rial reach. It is, however, important to
note the presumption expressed in the
American Banana case against extrater-
ritoriality. As such, it is also as rule in
American law that, for legislation to
apply extraterritoriality, the intent of
Congress should be expressed. There is
also the rule that "an act of Congress
ought never to be construed to violate
the law of nations if any other possible
construction remains.""°

At any rate, while these rules have
been discussed in relation to U.S. Anti-
trust laws, it dpes not mean that they
are not applicable to the Internet. In fact,
the criticism against the Court's deter-
mination regarding substantial effects
loses its persuasiveness when the very
nature of the Internet is taken to mind.
A Court need not exercise any form of
discretion in determining whether or not
an obscene web site has substantial ef-
fects on a country. Unless that country
has no connection to the World Wide
Web, the fact that the material is trans-
mitted to each and every computer
linked thereto, and is made available even
to minors, quite settles the issue. Given
all the requisite elements of the Effects
Principle as well as the corresponding
characteristics of cyberspace discussed
above, there seems to be stronger justi-

fication for applying it to the Internet.
The only concern then would be deter-
mining the reasonableness of the law con-
cerned. Moreover, to overcome the pre-
sumption against extraterritoriality, the
lawmaking body of the State should
make it clear that the law concerned is
intended to address obscenity on the
Internet and to have extraterritorial ef-
fect.

So far, all the cases that have been
discussed under this section only deal
with civil suits. Since criminal laws have
been known to be territorial in nature,
there has always been a constant ques-
tion as to whether or not a State could
apply them beyond its territory. It
should be remembered though that the
territoriality of criminal laws is not an
absolute rule. This has been pointed our
earlier as the fourth preliminary concept.
Moreover, it has been pointed out that
significance has been placed upon the
effects of the act.

The same doubt has also been ex-
pressed in relation to whether or not the
criminal provisions of the Sherman Act
also have the same extraterritorial reach
as its civil provisions. This question has
remain unanswered until 1997, when it
was finally settled by the U.S. Court of
Appeals (1* Circuit) in the case of U.S.
v. Nippon Paper Industries Co.. Ltd."”
Again, although this case deals with the
Antitrust laws of the U.S., it serves as a
perfect example that, indeed, criminal
laws can have extraterritorial effect, as
long as the intent of the legislative body
is clear.

In the Nippon case, criminal pro-
ceedings were filed against Nippon Pa-
per Industries, a Japanese corporation,
for conspiring to fix prices of facsimile
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paper to be sold in the United States, in
violation of the Sherman Act. The in-
dictment was dismissed by the U.S. Dis-
trict Court for the District of Massa-
chusetts, on the ground "that a criminal
antitrust prosecution could not be based
on -wholly extraterritorial conduct."'"®
The Court of Appeals reversed the Dis-
trict Court's ruling and remanded the
case f or further proceedings. It held that,
although there existed a presumption
against extraterritoriality previously es-
tablished in the American Banana case,
previous cases have already clearly ruled
that this presumption has been over-
come by clear Congressional intent. As
to the claim by Nippon Paper Industries
that the re has to be a distinction between
the treatment of civil and criminal pro-
visions of the statute, the Court ruled
that there is "no comparable tradition
or rationale for drawing a criminal/civil
distinct! on with regard to extraterrito-
riality.""" Tt further ruled that the de-
fendants can be convicted of participa-
tion in price-fixing conspiracies without
any demonstration of a specific criminal
intent to violate the antitrust laws.'” This
ruling was based on a previous ruling of
the U.S. Supreme Court that intent need
not be shown to prosecute criminally
"conduct regarded as per se illegal
because of its unquestionably
anticompetitive effects."'*! What this
means for this- paper is that, if it can be
shown that the concerns raised regard-
ing the Internet's obtrusive nature
amount to the same degree as those ex-
pressed in antitrust laws, so much so that
a crime committed therein should be re-
garded as per se illegal, then an argument
could be raised that criminal intent also
need not be proven in such case.

The Court in the Nippon case also
ruled that it is upon a country's discre-
tion to prosecute wholly foreign con-
duct. International comity was not sac-
rificed, because the conduct with which
the defendant was charged is illegal un-
der both Japanese and American laws.
Moreover, it ruled that, in all events, the
growth of comity in the antitrust sphere
has been stunted by the Hartford Fire
Insurance case, wherein it was suggested
that comity concerns would only defeat
the exercise of jurisdiction when the law
of the foreign sovereign requires a de-
fendant to act incompatibly with the
Sherman Act, or when full compliance
with both laws is impossible.'”* Further
strengthening its claim, the Court said
that comity is informed by the Reason-
ableness Standard.

What all these cases show is that the
Substantial Effects Principle could serve
as jurisdictional basis for a State to enact
a law regulating the Internet. The State
need not be overly concerned about the
question of whether its law would have
the extraterritorial reach needed too give
it the desired effect. However, the two
most important requisites should at least
be satisfied, particularly, there should be
a clear and express intent as to the extra-
territorial reach of the law, and the law
should be reasonable enough to pass in-
ternational scrutiny.

As for Germany and the United
States, it does appear that similar poli-
cies have been expressed in these two
countries concerning child pornography
on the Internet. Given that child por-
nography is illegal in both countries, as
long as Germany's statute is clear about
its reach and its application is reasonable,
under the principles of the Nippon case,
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it appears that international comity
would not be sacrificed.

Having discussed the power of a
State to make laws that have extraterri-
torial reach, civil or otherwise, the next
problem would then be acquiring per-
sonal jurisdiction over the wrongdoer.
In the example given, how could Ger-
many legally acquire personal jurisdic-
tion over the U.S. citizen who uploads
obscene pictures on the Internet?

There are ways by which a person
could be brought illegally within the ju-
risdiction of a State. These illegal meth-
ods fall under the generic term "snatch-
ing," wherein government agents enter
another State and secretly "snatch" the
suspected offender, with or without the
help of local authorities. Because "snatch-
ing" is considered as an intrusion upon
a State's sovereignty, it has been widely
rejected by the family of nations. An-
other option that is legal and widely ac-
cepted internationally is extradition.

3. Extradition:

Truly, extradition could be consid-
ered as one solution. It is the surrender
of a person by one State to another State
where he is wanted for prosecution or,
if already convicted, for punishment.'”
There are a number of fundamental prin-
ciples governing extradition, namely:

a. It should be based on consent
of the State of asylum as expressed in a
treaty or manifested as an act of good
will;

b. The Principle of Specialty, which
means that the crime should be one of
those included in a list agreed upon;

c. Any person may be extradited
whether he is national of the State of asy
lum on another State

d. Political and religious offenders
are generally not subject to extradition;

e. Inthe absence of special agree
ment, the offense must have been com
mitted within the territory or against the
interests of the demanding State; and

f.  The Rule Of Double Criminal
ity, which means that the act must be
punishable in both requesting and re
quested States.'”*

It seems that principles (e) and (f)
do not offer any difficulty to Germany,
because as already discussed, obscenity
on the Internet affects the national in-
terests of both the United States and
Germany. It has also been mentioned
that both countries have enacted crimi-
nal laws dealing with obscenity. Al-
though the act of uploading the obscene
material was committed in the United
States, its effects were felt, not only in
that State, but in Germany as well; thus
offending the policies of both countries.

However, principles (a), (b) and (c)
present obstacles that Germany, or any
other State for that matter, will have to
deal with. As to principles (a) and (b), if
there exists no extradition treaty be-
tween the interested State arid the State
of which the on-line pornographer is a
national or resident, there is no way that
extradition can apply, discounting the
exercise of goodwill. Moreover, even if
there is such a treaty, extradition can-
not apply if obscenity is not one of the
crimes listed therein. It should also be
noted that a treaty is only between two
nations. So, even if there exists a proper
treaty between Germany and the United
States, it would be rendered useless if the
wrongdoer were a national of another
country, or if he were to travel to an-
other State. Principle (c) also presents a
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problem, because it is now the practice
of States not to extradite their own na-
tionals but to punish them under their
own laws in accordance with the Nation-
ality principle of criminal jurisdiction.'®
The obvious solution to these ob-
stacles would be a multilateral treaty
dealing with crime on the Internet,
particularly with on-line obscenity,
wherein all or most civilized nations
agree to cooperate with one another
by extraditing offenders. It is impor-
tant that the treaty should define the
particular acts contemplated as extra-
ditable offenses. It should also be de-
clared in the treaty that, if a State re-
fuses to extradite a criminal, it would
be bound to hold such person for trial.
A good example of this kind of treaty
is the Hague Convention of Decem-
ber 10, 1970,' ratified by over 140
States. Basically, this Convention
makes hijacking an extraditable of-
fense. Of particular interest are Ar-
ticles 4 and 8 of the said convention.
However, reality bites and one re-
alizes that to achieve this for Internet
crime would be a Herculean goal. Al-
though a multilateral treaty, at this
point, would seem idealistic and far-
fetched, at the most, it is not a total
impossibility. It should be noted that
the reason why the Hague Convention
was entered into in the first place is
that States had a common problem
which, they believed, need a common
solution. Previously, hijacking was
not considered as a crime subject to
Universal Jurisdiction.'” However, in
the light of global efforts to punish
aircraft piracy and hostage taking, in-
ternational legal scholars now agree
that these crimes are heinous enough

for purposes of asserting Universal
Jurisdiction. This does not mean that
Internet obscenity should necessarily
be considered in the same manner.
Even if offenses committed on the
Internet do not fall within the Uni-
versal Jurisdiction of international
law, what is important is that nations,
realizing the need for addressing a
common problem, come up with a
treaty that presents a common solu-
tion. In particular, what is proposed
is a multilateral treaty dealing with the
extradition of persons who commit
certain acts on the Internet that are
considered as extraditable offenses by
the agreeing States. Of course, requi-
sites such as the Substantial Effects
Principle and the Reasonableness Stan-
dard, among others, are not dis-
counted.

D. Filing Suit in a Foreign Country-
A Theoretical Approach

Aside from the foregoing, and
short of kidnapping the wrongdoer,
military invasion, assassination and
other terrorist measures by the gov-
ernment, it seems that another solu-
tion that might prove plausible would
be for the interested State, Germany
in the example, to file a case against a
wrongdoer in U.S. courts. The U.S.
Court would have no problem with
personal jurisdiction, because the
wrongdoer would be within its terri-
torial boundaries. As to the issue of
subject-matter jurisdiction, a look
back at the Objective Territorial Prin-
ciple might prove to be useful.

It should be remembered that the
Objective Principle is based on two
grounds. Under the second ground, a
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State acquires jurisdiction over an of-
fense or ac if it produced gravely harm-
ful consequences to its social order.
Now, considering that the United
States has a policy against obscenity
on the Internet, and that its courts
have indeed imprisoned an offender
for violating federal obscenity laws,'*® it
is safe to say that it has subject-matter
jurisdiction under the second
ground. But justification for the use
of this principle need not be limited
to the second ground. In the example,
the act of the wrongdoer not only pro-
duced harmful consequences to the
social order of the United States, but
it was most certainly committed
within its territory as well. Stretching
this theory a little bit further, even if
the national were to travel to another
country, say the Philippines, the prin-
ciple could still apply.

Considering now that the suit is
filed in the Philippines, because the of-
fender traveled, thereto before Ger-
many got to file its suit in the United
States, the Philippine Court could still
entertain the suit. It would have the
prerogative of basing its jurisdiction
on either of two grounds under the
Objective Territorial Principle, namely:

a. That the wrongful act was
consummated within its territory; or

b. That the wrongful act on the
Internet produced consequences det
rimental to its public policy of pro
tecting its society against obscenity.

Any country could actually rely
upon the first ground, as long as ISP
exists therein and access to the site or
material concerned has not been
blocked in its territory. It has been
stressed so many times in this paper
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that the Internet knows no boundaries
and, as such, any material upload unto
the network could be viewed by any
user wherever he may be found. So
when a child in the Philippines has
unrestricted access to an obscene web
page and gets to view an image depict-
ing bestiality or pedophilia, it could
be said that a crime has been commit-
ted therein, under local laws dealing
on the matter. Indeed, by creating a
universal jurisdiction, the Internet
cannot be regarded as a haven for
criminal activity; on the contrary, it
is one wherein a wrongdoer is subject
to the laws of every country in the
world. Moreover, in this manner, the
jurisdictional argument of the absolut-
ist cyber-users is thrown back at them
by actually giving courts around the
world jurisdiction over the case.

In theory the application of the
Objective territorial Principle to Inter-
net jurisdiction might seem quite un-
complicated. However, in practice it
altogether loses much of its soundness.
The primary reason for this is that,
up to this moment, it has never really
been done yet. The improbability is
compounded when one considers a
criminal suit. In this regard, this pa-
per offers a three-step approach by
which to go about the development
of such a practice. The process would
be summarized as follows:

1. File a Suit in a Foreign court
and Apply Conflicts Rules;

2. A Special Approach for
Criminal Cases; and

3. The Development of Similar
Laws.

1. Stretching the Application of the
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Substantial Effects Principle in Con-
junction with a Conflict of Laws Ap-
proach:

As mentioned above and as ob-
served in the cases discussed, the Sub-
stantial Effects Principle appears to ad-
dress a situation wherein a State court
applies a local law to conduct commit-
ted in a foreign country. However,
this does not prevent its use to justify
the enforcement of Germany's laws in
another State, because it does say that
a State can prescribe laws that govern
conduct outside its territory. It says
nothing which explicitly says that
these laws can be enforced only within
the territory of the State that enacted
such laws. In its general definition, the
Effects Principle clearly justifies a fo-
rum Court's extraterritorial applica-
tion of local laws when certain ele-
ments are satisfied, but there is noth-
ing in the principle that limits it to
this situation. As such, there seems to
be nothing that would prevent the ap-
plication or enforcement of a State's
laws by another State. In other words,
the forum Court could use this ratio-
nale to justify the enforcement of a
foreign law.

Indeed, there are instances when
the Courts of a State, using its Con-
flicts rules, end up applying the laws
of another State. The only difference
between these cases and the resent ap-
proach used in this paper is that, in
the latter, it is the foreign State itself
that comes to the Court of the forum
State. Disregarding this difference, all
the relevant factors and connections
the foreign State would have with the
suit it brings is enough to give rise to
a true Conflicts problem in the forum

State.

The Internet offers an atmosphere
which, by its very nature, intercon-
nects countries with one another
within a single network. It is there-
fore clear that there is more than one
interested State in the suit. In fact, if
such a suit were truly filed, there
might be more than two interested
States involved.

Using the same example, if the
suit were filed in the Philippines, the
United States might have an interest
in applying its own obscenity laws,
because the defendant involved is its
national and he committed the act of
posting the pornographic images in its
territory. As such, there would be
three interested States, namely; Ger-
many, the Philippines and the United
States. That is not all a fourth State-
say China or Singapore- might step in
and seek to apply its own law, claim-
ing that it was also affected by the
same act of the same defendant. This
process may continue unless there is a
way of declaring with finality and cer-
tainty which State's law should be
applied.

It is now very obvious that the
problem touches the subject of Con-
flict of Laws. In dealing with this, one
could consider the several approaches
or solutions offered, such as the Tra-
ditional Territorial or "Vested Rights"
approach, the "Most Significant Rela-
tionship" approach and the "Govern-
mental Interest Analysis" approach.'”
However, as any law student taking
Conflict of Laws realize, adopting one
or another approach, at the outset,
will only lead to more confusion and
unpredictability, especially since dif-
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ferent forum States might adhere to
different approaches. Moreover, every
approach has always been subjected to
numerous criticisms-thus making it
uncertain which among them would
truly lead to certainty and sound
policy.

In view, of the foregoing, because
each State has its own Conflicts rule,
it is not within the parameters of this
paper to impose what choice of Law
rule all States should follow. The only
concern here is to determine the laws
to choose from. Considering the na-
ture of the Internet and the problem
that numerous laws might be impli-
cated, it would be best for the forum
to consider only the following laws:
(a) the law of the State that first
brought the case (b) law of the forum
State; and (c) the law of the defendant's
State of nationality (if different from
either the first two). Otherwise, if its
considers the policies of the laws and
interest of all interested States, it could
find itself in a deadlock, for each State
with access to the site would definitely
have a policy and governmental inter-
est affected by the Internet material
under consideration, namely the ob-
scene images. Moreover, owing to the
nature of the Internet, it could end up
having to account for the laws of all
countries in the world connected to
the Internet. Worse of all, problem
would be unimaginatively unsolvable
if the forum State adhered to the Tra-
ditional "Vested Rights" approach de-
termines the applicable law by the
"last act" necessary to the creation of
the right to sue, all the aforementioned
States' laws will be applicable, because
the pornographic image would have
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been viewed within all their territo-
rial boundaries.

If the forum only considers the
laws of the three interested States men-
tioned above, it significantly reduces
the possibilities. This solution does
not forego of such concepts as State
interest, governmental policies and
contacts, because the Court of the fo-
rum will still have to apply its own
Conflicts rule; it just limits the
choices. It should also be remembered
that the forum State would have to
consider the Reasonableness Standard,
along with the other restrictions men-
tioned earlier.

It should be noted now that, un-
der this approach, the plaintiff-State's
main purpose in filing the suit is not
to push for the application of its own
law. Neither is its purpose to ask the
Court to apply the law of the forum.
Rather, the whole purpose for bring-
ing the suit is to ask the Court of the
forum State to apply its Conflicts rules
and determine which law should be
applied against the wrongdoer. This
approach is in deference to the very
nature of Conflicts cases. It is more
sensitive to the reality that States sim-
ply do not go to a foreign Court and
request the application of its law upon
a foreign citizen. Instead of directly
making such an arrogant request, it
would be more proper for the State
to file a case against the wrongdoer and
leave the choice of law decision to the
foreign State.

It is presumed that, if the Court
of the forum State recognizes that the
plaintiff-State has the most connec-
tions with and the strongest interest
in the facts of the case, and that its
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law is reasonable under international
law standards, it would apply the
same. Otherwise, it would apply the
more reasonable law of the State that
has the most connections and stron-
gest interest.

2. A Special Approach for Criminal
Cases:

It is a truism that in most, if not
all, legal systems, when a crime is com-
mitted, its is the State itself that pros-
ecutes the criminal. As such, the
prosecutor's office, or its equivalent
in other countries, represents the State
in filing a criminal case. Moreover, as
mentioned earlier, a recognized excep-
tion to the application of foreign law
under Conflicts rules is when the said
foreign law is penal in character."’
These two situations pose the most
problematic potholes to the whole ar-
gument for the extraterritorial en-
forcement of a State's Law.

First of all, even though there are
cases where courts have applied the
laws of other countries using Conflicts
principles, such as the Renvoi doc-
trine, these have only dealt with civil
matters. The penal law exception has
its roots in a statement made by U.S.
Supreme Court Chief Justice Marshall
that "the Courts of no country execute
the penal laws of another." ! Also,
even though authority and rules have
been cited earlier regarding the extra-
territorial application of criminal
laws, these appear to be feasible only
when it is the forum State itself that
applies its own law. This was the situ-
ation in the Nippon case. In the Lotus
case, the PCIJ upheld the use by the
Turkish Court of its own criminal law

upon a foreigner. On the other hand,
this paper contains no authority deal-
ing on a converse situation, wherein
the Court of the forum State applies
the criminal law of another State.
Again, the very reason for this lies in
the penal law exception to the appli-
cation of foreign laws. As states in the
fourth preliminary concept whenever
an offense is committed in a State, it
is considered that the act is a violation
of that State's own criminal laws, thus
giving it the strongest interest.

In view of the foregoing, the only
way of going around the problem is
to meet it on its face. This is a prob-
lem that would persist as long as States
remain unwilling to defer to the crimi-
nal laws of the States. When a crime
is committed in "real" space, it is very
easy to say with definiteness where
the act and effects occur. However,
when the crime takes place on the
Internet, even though the forum State
may say that its own laws have been
violated by the conduct, and that the
effects were felt within its territory,
it still remains a fact that other States
have also been affected by the same
conduct. Although this does not nec-
essarily mean that the forum should
defer to the plaintiff-State's criminal
laws, it should, at the least, be enough
to move it to apply its Conflicts rules
to choose the better or more appli-
cable law, as discussed in the prior sec-
tion.

Considering the whole nature of
the Internet, if a new manner of think-
ing should ever be developed, it has
to be towards the recognition that
crime therein is not localized. Once
forum States recognize that other ju-
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risdictions and laws are also involved,
it would be easier for them to apply
the whole notion of Conflict of Laws
and make a choice among competing
criminal laws. It is interesting to note
the opinion of Jorge R. Coquia on the
matter:

It is worthwhile to ponder the
application of the interest analysis
approach to cases involving
enforcement of foreign penal laws.
Using this approach, the penal laws
of another country undoubtedly
express vital state interests.
Together with the application of the
principle of comity, can one not
argue that foreign penal laws should
be the first to be enforced?'*

Another factor to consider is
that criminal suits are filed by the
State itself. That is also an outgrowth
of the whole notion that, when a
crime is committed, it is the State
that is actually affected. Although the
whole suit is initiated when a private
party files a complaint, that party
loses control over the case one the
prosecutor's office, or its equivalent,
decides to bring it to court. This
poses another problem, because it
would mean that the whole case of
the foreign sovereign would have to
depend upon the local prosecutor's
determination of whether or not to
sue.

However, considering that the
foreign sovereign itself brings the com-
plaint to the State's prosecuting office,
the whole notion of comity among po-
litical bodies is once again highlighted.
Other concepts, such as international
politics and diplomacy, are also

brought to light. Given this, in the
example used, it would be the State of
Germany, through its foreign office,
that would actually file the complaint
in the U.S. or Philippine prosecutor's
office. This also produces another ef-
fect. The fact that it is the State itself
that files the complaint, gives more
weight and importance to the case
than if it were merely filed by an indi-
vidual. This shows that the case not
only involves the interests of one per-
son, or a group of persons, but more-
over, the interests of a sovereign State.
This is an entire matter that involves
political considerations and relations
between and among States, one that is
beyond a court's ambit.

It is again emphasized that, for
States to effectively regulate Internet
content, the whole concept of territo-
rial jurisdiction need not be aban-
doned. Instead, what is required is a
new way of applying old principles.
In other words, what is required is not
an abandonment of "traditional" prin-
ciples, but rather, an abandonment of
"traditional" methods of applying
such principles, especially for Crimi-
nal Law
3. Development of Similar Laws:
Going back to the Restatement
(Third), among the elements listed
therein are items (c) the character of
the activity to be regulated, the im-
portance to the regulating state, the
extent to which other states regulate
such activities, and the degree to which
the desirability of such regulation is
generally accepted; (g) the extent to
which another state may have an in-
terest in regulating the activity; and

76



The LAW REVIEW
FEATURES

(h) the likelihood of conflict with
regulation by another state. These
items are relevant to the present dis-
cussion, because they offer a good
foundation for States to recognize and
apply foreign laws deemed to be rea-
sonable.

It should also be remembered that
comment (a) to Section 403 of the Re-
statement (Third) states that there is
wide international consensus that the
link of the activity to the territory and
the connection of nationality, while
listed among the factors to be consid-
ered in determining reasonableness,
"are not in all instances sufficient con-
ditions for the exercise of ...jurisdic-
tion." As mentioned in passing earlier,
this implies that there are times when
it would not be proper for the Court
of the forum State to apply local law
on the sole justification that the
wrongdoer involved is its national. In
the example, this means that the Court
in the United States my find the ap-
plication of its law unreasonable, as
compared to the law of another State,
taking into consideration choice of
law principles. This is also true for
other links, like the territorial connec-
tion of the activity. Indeed, in stretch-
ing the application of the Effects Prin-
ciple, Conflicts rules have a very im-
portant role to play in conjunction
with the Reasonableness Standard

As such, States will have to real-
ize that in order for their laws to gain
the widest enforcement and applica-
tion, at least for the Internet, these
laws have to be acceptable under in-
ternational standards. In a State's ef-
fort to regulate the Internet, a wider
application and enforcement means a

more effective law. The enactment of
Internet laws will then have these in-
ternational standards in mind, not so
much for the sake of comity, but
moreover for the practical reason of
gaining worldwide enforcement. As a
consequence, this could lead to the en-
actment by several States of similar
laws governing the Internet, because
they will all be looking toward simi-
lar standards and goals. This is further
strengthened by the fact that all civi-
lized States have common policies and
interests which they seek to enforce
and protect.

In view of the foregoing, it is truly
significant to remember the discussion
earlier on different States and the laws
they have so far enacted to address por-
nography on the Internet. These laws
make it apparent that States do have a
commop concern against the dangers
of pornography on the Internet.

In the end, the main concern of
all governments could be achieved. In
particular, once Internet users realize
that they could be held accountable
for their actions and sued, criminally
or civilly, by any State with a connec-
tion to the global network, in the
courts of any country where they hap-
pen to be, as long as that country is
also connected to the Internet, they
are then given the incentive to regu-
late their activities. In short, the best
way to regulate activity in Cyberspace
is to make users realize that their ac-
tions are not beyond the reaches of
even the farthest government keeping
in mind the Reasonableness Standard.

V. CONCLUSION: COOPERA-
TION AND THE ROLE OF NA-
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TIONS IN THE FACE OF A NEW
TECHNOLOGY

It is unquestionable that the
Internet needs governmental regula-
tion. The question lies on how such
regulation is to be undertaken. This
new technology forces nations to take
each other into consideration, because
its very nature is that involvement.
Indeed, it is regarded as the modern
instrument for uniting a diverse
world. The problem of regulating the
Internet emphasizes not the need for
new jurisdictional laws, but the need
for a new international perspective on
existing laws and principles. To begin
solving the problem by trying to de-
velop a whole new body of law is to
start on the wrong foot. When one
enters new surroundings, whether it
be a new school or a new office, he
seeks familiarity. The same is true
with the Internet. In the first place, it
is not different from the rest of the
"real" world. It exists in it and as a
part of it. One of the main character-
istics that distinguishes it from other
means of communication is its over-
reaching effect upon a wide user popu-
lation throughout the world. This is
a jurisdictional problem, plain and
simple, and it is where familiarity
could be found.

The foundation for addressing the
problem of jurisdiction already exists-
all that is required is cooperation and
a stronger sense of international co-
mity. There is legal basis for a State
to apply its laws beyond its jurisdic-
tion, and if this implies a more liberal
interpretation by other States of "tra-
ditional" concepts, then so be it, as
long as the State which seeks to apply

its laws does not offend basic interna-
tional principles. This approach may
stretch the notion of international co-
mity a bit further, but if the Internet
were to fully realize its potential, then
it has to be so. Each and every nation
must realize that if it wants to benefit
from the Global Information Infra-
structure, it has to regulate illegal ac-
tivity therein; and if it wants to effec-
tively regulate the Internet, it needs
the help and cooperation of other na-
tions. Recognizing this need, it would
then be more sensitive to the needs of
other nations as well. Professor
Enrique P. Syquia best describes this
notion in its most fundamental con-
cept as follows:

All men constitute a single fam-
ily, Mankind, and are all obliged to
work for the common good. Man,
however, to do good and to be done
good, must seek society with his fel-
low-men, and this in a widening circle,
and thus we have the family, the state,
and the international society- dam-
num, urbs, orbis."

True enough, numerous incidents
and affairs throughout world history
have led to international cooperation
and comity among nations. All these
events- the two World Wars, Piracy
on the High Seas, War Crimes and
Terrorism, to name a few- have earned
such status, because of their recog-
nized effects upon the world commu-
nity, in general, and the States' inter-
ests , in particular. The question then
is: What makes the problem of Inter-
net regulation, with its conduciveness
to criminality and its intrusive nature,
any different? In the effort to regu-
late content on the Internet, the ex-
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isting principles of International Law
on jurisdiction and Conflict Of Laws,
discussed above offers the framework
or atmosphere for international coop-
eration.
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